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Nancy Sharpe, Chair, District 2
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Study Session
March 30, 2020
The Board of County Commissioners will be attending telephonically. The West Hearing
Room will be open to the public for the updates. The Board of County Commissioners
may go into executive session as necessary to receive legal advice or discuss other
confidential matters during the updates.
The Arapahoe County Board of County Commissioners typically holds weekly Study Sessions on
Monday and Tuesday. Study Sessions (except for Executive Sessions) are open to the public and
items for discussion are included on this agenda. Agendas (except for Executive Sessions
agendas) are available through the Commissioners’ Office or through the County’s web site at
www.arapahoegov.com. Please note that the Board may discuss any topic relevant to County
business, whether or not the topic has been specifically noticed on this agenda. In particular, the
Board typically schedules time each Monday under “Committee Updates” to discuss a wide range
of topics. In addition, the Board may alter the times of the meetings throughout the day, or cancel
or reschedule noticed meetings. Questions about this agenda? Contact the Commissioners’
Office at 303-795-4630 or by e-mail at commissioners@arapahoegov.com

Study Session Topics
11:00 A.M. *Arapahoe County Housing Authority Annual Meeting
Annual meeting of the the Board of County Commissioners (BOCC) as the Arapahoe
County Housing Authority (ArCHA) Board to conduct required business and to receive
reports on programs administered by ArCHA
Request: Information/Direction
Linda Haley, Housing and Community Development Division Manager, Community
Resources
Don Klemme, Director, Community Resources
Todd Weaver, Director, Finance
Tiffanie Bleau, Senior Assistant County Attorney
Documents:
ARCHA BOARD SUMMARY PACKET 2020.PDF
11:30 A.M. Administrative Meeting - Director Goal Setting
Todd Weaver, Director, Finance
Dusty Sash, Total Compensation Manager, Human Resources

ARCHA BOARD SUMMARY PACKET 2020.PDF
11:30 A.M. Administrative Meeting - Director Goal Setting
Todd Weaver, Director, Finance
Dusty Sash, Total Compensation Manager, Human Resources
12:30 P.M. *Drop In
Board of County Commissioners
1. 2020 Sales Agreement For Nighthawk.cloud Between Arapahoe County And Radix
Metasystems, Inc.
Discussion of a request from the Sheriff's Office to authorize the Sheriff to sign the
Sales Agreement between Arapahoe County and Radix Metasystems, Inc. for
software, Nighthawk by Radix Metasystems, that can evaluate data from numerous
sources in a fraction of the time a human being would take to analyze it, as well as
assist in identifying relevant data, compiling information for affidavits of probably cause
in criminal case filings, and creating an understandable presentation of the data for
prosecutors, judges, and juries
Request: Information/Direction
Jared Rowlison, Investigation Services Captain, Sheriff's Office
Olga Fujaros, Sheriff's Finance Manager, Sheriff's Office
Tyler Brown, Sheriff
Keith Ashby, Purchasing Manager, Finance
Tiffanie Bleau, Senior Assistant County Attorney
Documents:
NIGHTHAWK BSR.PDF
NIGHTHAWK_CISC_EXHIBIT_F_ARAPAHOECOUNTYSHERIFF_20200227.PDF
NIGHTHAWK_CISC_EXHIBIT_C_ARAPAHOECOUNTYSHERIFF_20200227.PDF
191209_RADIX_MASTER_SERVICES_AGREEMENT.PDF
2. 2020 Memorandum Of Understanding And Cost Reimbursement Agreement Between
Arapahoe County And The Federal Bureau Of Investigations For The Organized Crime
Drug Enforcement Task Force
Discussion of a request from the Sheriff's Office to authorize the Sheriff to sign the
Organized Crime Drug Enforcement Task Force (OCDETF) Memorandum of
Understanding, and corresponding Cost Reimbursement Agreement between the FBI
and Arapahoe County
Request: Information/Direction
Jared Rowlison, Investigation Services Captain, Sheriff's Office
Olga Fujaros, Sheriff's Finance Manager, Sheriff's Office
Tyler Brown, Sheriff
Todd Weaver, Director, Finance
Tiffanie Bleau, Senior Assistant County Attorney
Documents:
BSR - ORGANIZED CRIME DRUG ENFORCMENT TASK FORCE (002).PDF
FBI_ACSO_SFG_II_MOU (TWB).PDF
FBI_ACSO_SFG_II_CRA (TWB).PDF
12:45 P.M. *Executive Session
Executive Study Session and County Attorney Administrative Meeting [Section 24-6-402
(4)(b)C.R.S.](As required by law, specific agenda topics will be announced in open
meeting prior to the commencement of the closed and confidential portion of this session)
(WHR)
Ron Carl, County Attorney
2:00

P.M.

Administrative Meeting - COVID-19 Briefing And Recommended Policy

(4)(b)C.R.S.](As required by law, specific agenda topics will be announced in open
meeting prior to the commencement of the closed and confidential portion of this session)
(WHR)
Ron Carl, County Attorney
2:00 P.M. Administrative Meeting - COVID-19 Briefing And Recommended Policy
Actions
Board of County Commissioners
3:00 P.M. Calendar And Board Updates
Michelle Halstead, Director, Communication and Administrative Services
* To Be Recorded As Required By Law
WHR - West Hearing Room

Arapahoe County is committed to making its public meetings accessible to persons with disabilities.
Assisted listening devices are available. Ask any staff member and we will provide one for you.
If you need special accommodations, contact the Commissioners’ Office at 303-795-4630 or Relay
Colorado 711.
Please contact our office at least 3 days in advance to make arrangements.
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Board Summary Report
Date:

February 20, 2020

To:

Board of County Commissioners

Through:

Tyler Brown, Sheriff

From:

Jared Rowlison, Investigations Captain

Subject:

2020 Sales Agreement for Nighthawk.cloud between Arapahoe County and Radix
Metasystems, Inc.

Request and Recommendation

The Sheriff’s Office requests the Board of County Commissioners to authorize the Sheriff to sign
the Sales Agreement between Arapahoe County and Radix Metasystems, Inc.
Background

As technology has advanced and the criminal culture has become more and more savvy with its
use, Sheriff’s Office investigators must evaluate data from any number of sources on an
extremely frequent basis for any number of criminal investigations. This could be in the form of
computers, tablets, mobile devices, GPS-enabled devices, data from service providers and
internet platforms, and countless other sources. The Sheriff’s Office has identified a piece of
software, Nighthawk by Radix Metasystems, that can evaluate data from numerous sources in a
fraction of the time a human being would take to analyze it. Nighthawk will also assist in
identifying relevant data, compile information for affidavits of probable cause in criminal case
filings and create an understandable presentation of the data for prosecutors, judges, and juries.
Links to Align Arapahoe

Quality of Life – Safe Communities
Fiscal Responsibility – Operational Efficiency (Utility Use, Process Improvement)
Discussion

In an ongoing murder investigation, Sheriff’s Office investigators received 3.5 million records
related to mobile phone usage that one investigator had the skills to create a database to
analyze the records. This specific work took the investigator a full work day to complete and
then it took several weeks for other investigators and an analyst to examine the data to find
relevant items. Radix allowed ACSO to have access to Nighthawk for this case and the software
was able to upload and prepare the data for analysis in a matter of a couple hours (they had
never seen a data set so large). Further, the software was able to verify the investigators
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analysis and provide new leads to follow up on in a few more hours of work. Additionally, more
data was able to be entered into the software for this case and significant progress has been
made toward establishing enough evidence to arrest the suspect.
In another recent murder-for-hire case, an investigator had 65,000 pages of data from a social
media account. The investigator had been manually going through the data over the course of
what would have amounted to 4 working days using search functions to analyze the data. The
investigator was allowed access to Nighthawk and the software was able to complete the same
analysis and find more pertinent evidence in 15 minutes.
A local task force that the Sheriff’s Office participates in has had access to Nighthawk for more
than a year and used it in the 2018 case when a Cherry Hills Police Officer was shot. The task
force used Nighthawk to analyze phone records, social media data, GPS data, and other sources
that has thus far lead to the arrest of 9 suspects and conspirators which would like not have
happened without the robust capabilities of the product.
The above cases are complex cases where Nighthawk has been used successfully but there are
countless other cases investigators have that can benefit from the software. The number of
cases that involved mobile devices, computers, or other data sources is growing and will only
continue to grow. The Nighthawk software is a cloud-based product that is used by
investigators through a web browser. Although some training is needed to learn the full
functionality of the software, all investigators can use it rather than someone only with a
specific, high-level computer skills. This product will save vast amounts of time spent by
investigators and analysts sifting through data. It will also help present cases to the District
Attorney’s Office and to juries when cases go to trial.
Radix has provided a contract for 20 licenses for access to Nighthawk that will be distributed to
investigators with the most frequent need for the product as well as the two intelligence
analysts. By doing so, the Sheriff’s Office will not need to renew the contract for another less
robust data analysis product going forward. The Sheriff’s Office will use operating funds to
purchase the first year of service.
Alternatives

One alternative is for the Sheriff’s Office to not use the product and continue doing business in a
rapidly developing field with old tools. It could also go forward with an enterprise pricing model
but it is too costly to use available operating funds. Lastly, the Sheriff’s Office could approach
Radix about a contract for fewer license at an increased cost per license.
Fiscal Impact

The first year cost will not exceed $29,000.00, and will be $21,000.00 in subsequent years. With
the implementation of Nighthawk, as mentioned above, the Sheriff’s Office will not need to
renew the contract with another product later in the year. This will offset the cost of the first
year to some degree.
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Concurrence

The Sheriff’s Office Administration and Public Safety Bureau are in concurrence with this
decision.
Attorney Comments

Reviewed By

Jared Rowlison, Investigations Captain
Glenn Thompson, Public Safety Bureau Chief
Tyler S. Brown, Sheriff
Mark R. Nicastle, Undersheriff
Olga Fujaros, Sheriff’s Finance Manager
Finance Department
County Attorney
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Nighthawk.cloud
Sales Agreement Price Quote
Quote Date

2/7/20
Valid for
Total Cost Breakdown

Service Term
Free Trial Period
Service Term

2

Months

3

Years

First Year
Intial Setup Cost
Annual License Cost
Data Storage
Upfront Training (no travel included)
Upfront Additional Tech Support
Additional Services
Total First Year Upfront Cost

Total
$4,000.00
$30,000.00
$0.00
$4,000.00
$0.00
$0.00
$38,000.00

Discount %

Annual Recurring Cost
Annual License Cost
Data Storage
Upfront Additional Tech Support
Total Recurring Annual Cost

Total
$30,000.00
$0.00
$0.00
$30,000.00

Discount %
30%

30%

Total Due At Contract Acceptance
Total Due Annually on Aniversary of Service Term Start

60 days

Free Trail Start

December 1, 2019

Service Term Start

March 1, 2020

After Discount
$4,000.00
$21,000.00
$0.00
$4,000.00
$0.00
$0.00
$29,000.00

Discount Reason

After Discount
$21,000.00
$0.00
$0.00
$21,000.00

CISC Member Discount 3 Year

Discount Reason
CISC Member Discount 3 Year

$29,000.00
$21,000.00

Free trial period, if defined, begins upon execution of the CISC Joinder agreemeent. Payments defined herein as "Upfront" will be invoiced upon execution of the CISC Joinder
agreement. Payments defined hereing as "Go Live" will be invoiced on the "Service Term Start" date. Future "Recurring Annual" costs are invoiced on aniversary of "Service Term
Start" date. Payment terms are defined in the CISC Joinder agreement.
Send Payments to: Radix Metasystems, Inc.
Attn: Accounts Receivable
6200 S. Main St. STE 210
Aurora, CO 80016

Or Pay by EFT
ABA Number: 102102013
Account Number: 2578200947

EIN: 26-1840364
Cage Code: 5H1K0
DUNNS# 016275597

Quote Details

Service Term
Free Trial Period
Service Period

2
3

Months
Years

License Type Limited Enterprise
Max Users
20

Prices listed herein will not change within the service period, at the expiration of the subscription period a new sales/renewal agrement will be required and prices may adjust due to
market conditions. After service term begins cancelation is subject to Nighthawk SaaS Terms and Conditions. Free trial period includes a limited number accounts for testing and
evaulation of the products and services. Buyer may cancel before end of Free Trial Period without cost, or may choose to end free trial period and proceed immediately with service
period.

Initial Setup
Cost
Implementation Services

$

4,000.00

Payment
Upfront

Plus Travel Expenses if Required

Initial Setup services will occur prior to Service Term Start date and includes all pre-coordination needed between Provider and Participating Agency to ensure new user onboarding
success. Travel expenses, if applicable, are billed per the Nighthawk SaaS Terms and Conditions. See Notes for details if any.

License Cost (Annual)
Product
Nighthawk - LEO Vision
Nighthawk - University

Per User
$1,500.00
Total

License Cost
$30,000.00
$0.00
$30,000.00

Payment
Go Live

Recurring
Annual

Upfront

Annual

Storage GB

Cost/GB/Year
$0.00
$0.40
$0.80

Total
$0.00
$0.00

License Type
Limited Enterprise 20
Included with LEOVision

License and usage is subject to Nighthawk SaaS Terms and Conditions

Data Storage
Included Storage
Additional Pre-Paid
Overage Additional 1 GB
Total

500.00
500.00

Payment
Included
Upfront
Billed Monthly

$0.00

Storage will be calculated monthly for files stored for Participating Agency. If the sum of Participating Agency's storage exceeds Included Storage plus Additional Pre-Paid storage, then
the Participating Agency will be charged for storage in exceess of that sum based on Each Additional 1 GB Cost/GB/Year divided by 12. If additional storage cost is incurred and billed
then the Participating Agency will be provided a storage report upon request. GB = Gigabyte which is 1,073,741,824 bytes.
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Training
Radix Facility Training

Cost
Per Student
$200.00
$200.00
Total

Students
20
0

Introductory LEOVision Training (4 hours)
Advanced LEOVision Training (3.5 hours)

Total
$4,000.00
$0.00
$4,000.00

Payment
Upfront
Upfront
Upfront

Pre-purchased training rolls over until used within the license term and is subject to schedule availablity with Nighthawk support team. If service is not renewed at end of service term
any unused training credits will expire. Introductory and advanced training can be performed on the same day or different days.

Online Training through Nighthawk University

Free

(when available)

A number of online self paced independent training courses and help pages are included with the enterprise license, those courses and training may be repeated as often as desired by
the user during the license term. Online courses availability may change over time.

Cost for Additional Students after initial purchase
Introductory LEOVision Training
Advanced LEOVision Training

$300.00
$300.00

Billed Monthly
Billed Monthly

$2,000.00
$1,800.00

Billed Monthly
Billed Monthly

Customer Site Training
Training Per Day (2 trainers)
Training Per Day (2 trainers)
Each Additional Trainer
Each Additional Trainer
Customer Site Training Costs and Travel Expense Estimates
Location
Trainees
Notes

$800.00
Billed Monthly
$800.00
Billed Monthly
Plus Travel Expenses if Required
Training Fee

Total

First Day of Training
Each Additional Day of Training

$

-

First Day of Training
Each Additional Day of Training

Est Travel Exp

$

-

Est Total
$
$
$
$
$
$

-

Customer Site Training can be intrductory and advanced as desired by customer, trainers work on a 4 to 1 student to trainer ratio, for larger training sessions additional trainers must be
involved. Training sessions can run for multiple days until all desired training is complete. Travel expenses are billed per the Nighthawk SaaS Terms and Conditions. Travel Expense
Estimate includes 10% administrative fee.

Techical Support
Support Hours Included with License
Additional Pre-Paid Support

20

Hours (use or loose on anniversery)

Cost Per Hour
$120.00

Allow Support Beyond Upfront NTE
Ad-Hoc Additional Support Per Hour
Ad-Hoc Support NTE Annual Budget

Hours
0
Yes
$160.00

Total
$0.00

Annually w/ Rollover

Yes or No
Billed Monthly
$ or Unlimited

Provided as Not To Exceed for support, unless customer agrees to additional hours with approval. Support hours included free with license are a use or lose annual alotment during
service term. Pre-purchased hours roll over during contract term until used. See Statement of Work for details on Technical Support Services.

Expert Witness / Grand Jury / Jury Summons
Cost Per Hour
$
200.00 Billed Monthly
Plus Travel Expenses if Required
Additional Notes
Note

This Sales Agreement Price Quote, when completed and signed, defines specific pricing for the Nighthawk license type and Services selected by the named CISC Participating Agency in
Exhibit C (Joinder) of the CISC MSA. The cost defined on this form will be reflected in the CISC Joinder agreement executed between the CISC Participating Agency and Radix
Metasystems, Inc. (Provider)

Signatures
Radix Metasystems, Inc.

CISC Participating Agency

Signature

Date

Signature

Date

Alan R.A. Hamor
Name

COO
Title

Tyler Brown
Name

Sheriff
Title

Radix Metasystems, Inc.
6200 S. Main St. STE 210 Aurora, CO 80016

Arapahoe County, Colorado
Organization Name
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EXHIBIT C
JOINDER

JOINDER
Reference is made to that certain Master Services Agreement (the “MSA”) dated December 9,
2019, by and among (1) the Colorado Information Sharing Consortium, a Colorado local
government entity (the “CISC”), (2) Radix Metasystems, Inc., a Colorado corporation (the
“Provider”), and (3) those certain Member Agencies that execute a Joinder to the MSA.
This Joinder Agreement (this “Joinder”) is entered into as of March 1, 2020 (the “Joinder
Effective Date”), by and between the Provider and the Arapahoe County, a Colorado local
government entity (the “Participating Agency”). Capitalized terms used in this Joinder and not
otherwise defined shall have the meaning ascribed to them in the MSA.
RECITALS
A.
The Participating Agency is a Member Agency, as defined in the MSA, desires to
become a Party to the MSA and to purchase Service thereunder.
AGREEMENT
Now, therefore, in consideration for the recitals, the mutual promises herein, and other good and
valuable consideration, the adequacy and receipt of which is hereby acknowledged, the Parties
agree as follows:
1.
Joinder. The Participating Agency joins in, becomes a party to, and agrees to be
bound in all respects by the terms and conditions of the MSA.
2.
Provider Additional Terms and Conditions. Refer to Exhibit G of the MSA for
any additional terms and conditions. The Provider may change Exhibit G from time to time, but
such changes shall only be binding on the Participating Agency if the Participating Agency
agrees in writing to be subject to such changes.
3.

Service. The Participating Agency purchases (select one):
☐ Enterprise License
Enter number of Expected Users: _______________
☒ Limited Enterprise License
Enter Maximum Expected Users: 20
☐ License Pack
Enter number of licenses: _____________________

4.

Other Services. The Participating Agency purchases (not required):
☐ Prepaid Technical Support
Enter number of hours purchased:

1

0

Exhibit C
☒ Prepaid Training Credits
Enter number of credits: 20
☐ Prepaid Data Storage
Enter number of additional GBs: 0
5.
Fees. Attached to this Joinder is a completed Nighthawk sales price quote (the
“Price Quote”), substantially in the form attached as Exhibit F to the MSA. The Price Quote sets
forth the fees payable by the Participating Agency to the Provider for the Services selected
above.
6.
Payment Terms. The Participating Agency shall pay the Provider the fees
identified in the Price Quote pursuant to the MSA. Fees in the Price Quote shall be paid as
follows:
a.
Service Fees will be invoiced on the Service Term Start date and annually
thereafter for the duration of the Service Term (as those terms are used in the Price Quote);
b.
Initial Setup Cost and payments defined as “Upfront” will be invoiced at
execution of this Joinder agreement; and
c.

All other fees will be invoiced monthly unless otherwise agreed in writing.

All payments shall be sent to the attention of Radix as specified on the invoice. Radix may
charge interest for any amounts overdue at the lesser of 1.5% per month or the highest rate
allowable by applicable law. The Participating Agency shall be responsible for all costs
(including reasonable attorneys’ fees and court costs) associated with enforcement and
collections of amounts due. Except as expressly set forth in this MSA, all amounts paid to Radix
are non-refundable. Unless the Participating Agency provides proof of tax exempt status, the
Participating Agency is responsible for all applicable federal, state, country, provincial or local
taxes relating to the goods and services provided by the Provider hereunder (including without
limitation GST and/or VAT, if applicable), excluding taxes based on the Provider’s income or
business privilege.
7.
Travel Expenses. Travel of the Provider’s personnel will be conducted when
selected by the Participating Agency on the Price Quote or mutually agreed in advance between
the Participating Agency and the Provider. This may be to provide additional Services, expert
witness/grand jury support, training, or other reasons as applicable. When invoiced for such
travel the Participating Agency agrees to reimburse for fair and reasonable travel expenses
actually incurred by the Provider, including airfare, lodging and other related travel expenses
according to Government Services Administration cost guidelines, plus a 10% administrative
fee.
[signature page follows]
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In witness whereof, the Parties are executing this Joinder to signify their acceptance of all the
terms and conditions stated above, to be effective as of the Joinder Effective Date, regardless of
the date of actual signature.
[PARTICIPATING AGENCY]

RADIX METASYSTEMS, INC.

By: _________________________________ By: _________________________________
Name: Tyler Brown

Name: Alan R.A. Hamor

Title: Sheriff

Title: Chief Operating Officer

Arapahoe County, Colorado

Radix Metasystems, Inc.

Date: ________________________________ Date: 23 January 2020
Contact for Notices

Contact for Notices

Name: Angeline Zborowski

Name: Angela Zipfel

Address: 13101 E. Broncos Parkway
Centennial, CO 80112

Address: 6200 S. Main St., Suite 210, Aurora,
CO 80016

Email: azborowski@arapahoegov.com

Email: angela.zipfel@radixmeta.com
Phone: 720.728.7166 or 303.875.9340

Phone: 720.874.4135

[end of Exhibit C
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MASTER SERVICE AGREEMENT
This Master Service Agreement (this “Agreement”), entered into as of December 9, 2019 (the
“Effective Date”), by and among: (1) the Colorado Information Sharing Consortium, a Colorado
local government entity (the “CISC”); (2) Radix Metasystems, Inc., a Colorado corporation (the
“Provider”); and (3) the Member Agencies who execute a Joinder to purchase Service hereunder
(each, a “Participating Agency”). The CISC, the Provider, and the Participating Agencies may
be referred to herein as a “Party” or the “Parties”.
RECITALS
A.
The CISC is a consortium of law enforcement agencies and is organized as a
Colorado local government agency. The purpose of the CISC is to facilitate the sharing of law
enforcement and criminal justice information by and among its member agencies (each, a
“Member Agency”) and with other eligible agencies.
B.
The CISC and various Member Agencies entered into that certain Service
Agreement for a Law Enforcement Data Warehouse (as amended or restated, the “RDW
Agreement”) dated June 13, 2016, with Numerica Corporation (“Numerica”) for the creation
and maintenance of a regional data warehouse (the “RDW”) containing law enforcement data
from Member Agencies. With the CISC’s consent, Numerica assigned the RDW Agreement to
LexisNexis Risk Solutions FL Inc. (“LexisNexis”) on or about May 7, 2019.
C.
The CISC desires to facilitate the Member Agencies’ purchase and use of data
analysis services. Providers of such services will use the data stored in the RDW to provide
analytics services to the Participating Agencies through an application programming interface
(the “API”), as permitted under the RDW Agreement.
AGREEMENT
Now, therefore, in consideration for the recitals, the mutual promises herein, and other good and
valuable consideration, the adequacy and receipt of which is hereby acknowledged, the Parties
agree as follows:
1.

Data Analysis Service.

1.01 Service Offered. The services offered by the Provider (the “Services”) which
Member Agencies may purchase under this Agreement are described on Exhibit A.
1.02
2.

Fees. A schedule of the fees for the Service is set forth on Exhibit B.

Process to Purchase Service | Joinders.

2.01 Joinder. A Member Agency may purchase Service under this Agreement by
completing a joinder substantially in the form attached hereto as Exhibit C (a “Joinder”). A
Joinder will only be effective if signed by the Provider and the Member Agency; the CISC may,
but is not required, to sign a Joinder. Upon the execution of a Joinder, the Member Agency will
be a Participating Agency.
2.02 Priority of Different Terms in Joinder. A Joinder may contain additional
provisions that are only binding on the Provider and the Participating Agency that executed the
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Master Service Agreement (Radix Metasystems, Inc.)
Joinder. The CISC will not be bound by any different provisions in a Joinder unless the CISC has
executed the Joinder.
3.

Provision of Service to Participating Agencies.

3.01 Provision of Service. In accordance with this Agreement and the applicable
Joinder, the Provider shall use reasonable efforts consistent with prevailing industry standards to
provide the Service to each Participating Agency.
3.02 Right to Use Service. In accordance with this Agreement and the applicable
Joinder, the Provider grants a non-transferable, non-exclusive, non-sublicenseable, limited right
and license to access and use the Service to each Participating Agency.
3.03 Documentation. The Provider shall provide the CISC and each Participating
Agency with documentation concerning the features and use of the Service (the
“Documentation”).
4.

Compensation and Payment Terms.

4.01 Invoices. The Provider shall invoice each Participating Agency for the Service
purchased by that Participating Agency. Each Joinder shall specify the timing of invoices;
provided, however, that if the Joinder does not specify the timing of invoices, then the Provider
shall submit one invoice to the Participating Agency for the annual fees due and such invoice
shall be submitted after January 1 of the year for which the Service are being provided. If the
Provider performs other agreed upon services for the Participating Agency related to but not
included in the annual fees for the Service (such as training, travel, and technical support beyond
any that may be included with the Service, etc.) and with agreement of the Participating Agency
and specified in the Joinder, Provider may invoice for such services according to the terms and
timing set forth in the Joinder.
4.02 Payment. Except as otherwise permitted herein, each Participating Agency shall
pay the amount set forth in an invoice within 45 days of the Participating Agency’s receipt of the
invoice. A Participating Agency may withhold from payment any amounts that it disputes in
good faith pending the resolution of the dispute, provided that any amounts which are not in
dispute shall be paid timely. Upon the resolution of the dispute, the Participating Agency shall
pay the amount determined in the resolution of the dispute. The Provider is not obligated to
provide Service to a Participating Agency that is not current with its payment obligations
hereunder, except for amounts properly withheld by a Participating Agency pending resolution
of a good faith dispute.
4.03 Payments by the CISC. The CISC will have no liability for any fees due under
this Agreement.
5.

Installation and Acceptance.

5.01 Installation. Within a reasonable amount of time after a Joinder is executed by all
required Parties, the Provider shall, as appropriate, install, configure, and grant access to all
software and applications provided by the Provider which are necessary to provide the
Participating Agency with the Service.
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Master Service Agreement (Radix Metasystems, Inc.)
5.02

Acceptance.

(a)
Acceptance Criteria. The criteria to determine the acceptance of the
Service (the “Acceptance Criteria”) shall include the following: (i) the specifications and
functionality described on Exhibit A; (ii) the specification and functionality described in the
Documentation; (iii) any public information concerning the Services (including the Provider’s or
its affiliates’ marketing materials concerning the Services); and (iv) the provisions of this
Agreement.
(b)
Acceptance Procedure. For 28 days after the date the Participating Agency
was granted access to the Service, the Participating Agency may reject the Service by notifying
the Provider in writing of the reasons why the Service did not materially conform to the
Acceptance Criteria. If so rejected, the Provider shall address the issues identified in the rejection
notice and notify the Participating Agency and the CISC when the Services are ready for retesting, at which point the 28-day acceptance procedure will be repeated. If the Service is not
accepted during the second or any subsequent acceptance procedure, the Participating Agency
may (instead of issuing a rejection notice) terminate its Joinder and participation in this
Agreement without liability, and the Provider shall immediately refund to the Participating
Agency any fees paid for such terminated Services.
(c)
Deemed Acceptance. If a Participating Agency notifies the Provider in
writing that it accepts the Service or does not issue a timely notice of rejection, then the
Participating Agency shall be deemed to have accepted the Service.
5.03 Effect of Acceptance. Review, acceptance, or approval by the CISC or any
Participating Agency of the Service will not relieve the Provider of any responsibility for
deficiencies, omissions, or Errors in the Service, nor shall it be construed to operate as a waiver
of any rights under this Agreement or of any cause of action arising out of the Provider’s
performance under this Agreement.
6.

Use of Data in the RDW | API.

6.01 Use of Data to Provide Service. The Provider’s Services may facilitate the
Participating Members’ use of the Member Agencies’ stored in the RDW, including data from
Member Agencies who do not execute a Joinder hereunder; provided, however, that the Provider
will not have access to, and will not be obligated to use, a Member Agency’s data if the Member
Agency limits the use of its data.
6.02 Use of the API. The Provider shall use reasonable efforts to use the API to access
the data in the RDW. The Provider shall not make a copy of the data in the RDW and shall query
the RDW through the API to provide the Service, but the Parties acknowledge that the Provider
may need to temporarily store certain elements derived from the RDW data to provide the
Services. The Provider shall coordinate access through the API with LexisNexis. The CISC’s
Project Manager will assist the Provider in its coordination with LexisNexis. The Provider’s use
of the API and the RDW is subject to certain restrictions.
6.03 License to Member Agency Data. The CISC, on behalf of itself and the Member
Agencies who have data in the RDW, grants to the Provider a limited right and license to use
such data solely to provide the Service to Participating Agencies. Each Member Agency has the
right under the RDW Agreement to withhold certain data from the RDW or from sharing its data
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in the RDW with certain persons, and such data may not be available for use by the Provider. All
the data in the RDW is and shall remain the sole property of the originating Member Agency.
Other than the rights granted herein, each Member Agency reserve all rights in and to the data.
All such data shall be considered Confidential Information. No ownership rights in any data are
being conveyed to the Provider hereunder.
7.

Maintenance; Error Reporting and Resolution.

7.01 Maintenance. The Provider shall use reasonable efforts consistent with prevailing
industry standards: (a) to maintain the Service in a manner which minimizes errors, interruptions,
problems, defects, or issues (collectively, “Errors”); (b) to ensure the continuous availability
and uptime of the Service to Participating Agencies, including without limitation by maintaining,
upgrading, updating, and repairing all of the Provider-owned or licensed hardware and software;
and (c) to provide upgrades and updates to the Service. All or any portion of the Service may be
temporarily unavailable for scheduled maintenance or for unscheduled emergency maintenance.
The Provider shall use reasonable efforts to provide notice to the CISC and affected Participating
Agencies of any scheduled Service disruptions.
7.02 Error Reporting. If a Participating Agency experiences an Error with the Service,
the Participating Agency may report the Error to the Provider using the support email address,
support telephone number, or electronic support system provided by the Provider. The report
should contain a description of the Error encountered and, where possible, a description of how
to repeat the condition that gave rise to the Error, and other diagnostic information as available.
7.03 Error Severity Levels. The Provider shall assign each Error with a severity level
(a “Severity Level”) for tracking and response purposes. Severity Levels are described on
Exhibit D. If a Participating Agency disagrees with the Severity Level assigned by the Provider,
the Participating Agency and the Provider shall collaborate in good faith to reassign the Error;
provided, however, that if the Participating Agency and the Provider cannot agree on the
appropriate Severity Level, the CISC may reassign an Error. Planned downtime in accordance
with Section 7.01 will not constitute an Error.
7.04 Error Resolution. The Provider shall resolve each Error in accordance with
Exhibit E. Successful resolution of an Error, particularly of a Level 1 or Level 2 Error, may
require the input and participation of the CISC and the impacted Participating Agencies.
7.05 List of Errors. If requested by the CISC, the Provider shall provide to the CISC
(a) a list of each Error reported, (b) the specific Service (if there is more than one type or class of
Service) to which the Error applied, (c) the Severity Level of the Error, and (d) the resolution
status of the Error.
8.

Security of Law Enforcement and Criminal Justice Records.

8.01 Standard of Care. The Provider shall use reasonable efforts consistent with
prevailing industry standards, but not less than due care, to ensure the security and
confidentiality of any law enforcement or criminal justice records held, stored, or maintained by
the Provider.
8.02 CJIS Security Policy. The Provider represents and warrants (a) that it has the
knowledge, expertise, experience, and training to comply with the Criminal Justice Information
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Service Security Policy, including the Security Addendum thereto (the “CJIS Security Policy”)
and (b) that the Service, and all of Providers activities associated with this Agreement, will be
performed in compliance with the CJIS Security Policy. The Provider shall execute the
certification to the Security Addendum of the CJIS Security Policy, which is incorporated by
reference, before performing any Service.
8.03 CBI | CJIS Vendor Management Program. The Provider shall enroll and
participate in the CJIS Vendor Management Program operated by the Colorado Bureau of
Investigation (the “CBI”) during the term of this Agreement.
8.04 CJIS Audit. At the request of the CISC or any Participating Agency, the Provider
shall submit to an audit by CBI or the Federal Bureau of Investigation of the Provider’s
compliance with the CJIS Security Policy.
8.05 Security Notification. The Provider shall notify the CISC in writing and in a
timely manner in the event of any security incidents related to the Service, regardless of whether
the incident violated or potentially involved the CJIS Security Policy. The Provider’s notice of a
security incident shall include, at minimum: (a) a description of the incident; (b) a description of
the harm or potential harm resulting therefrom; and, (c) if the incident involved any data from
the RDW, the name of the Member Agency (or other person) that owned or was responsible for
that data.
8.06 State Law Requirements. The Parties shall comply with C.R.S. §§ 24-72-301, et
seq., concerning the treatment of criminal justice records. Except to the extent otherwise required
by law, the Provider shall not be considered a “custodian” of any criminal justice records as
defined in C.R.S. § 24-72-302(5).
8.07 Changes in Law. If there are changes or updates to law or best practices involving
the storage, transmission, transcription, or use of law enforcement or criminal justice information
or data, then the Parties shall comply with the changed or updated law or best practices;
provided, however, that if the changed or updated law or best practices would have a material
adverse effect on (a) the legitimate expectations of a Party, (b) the reasonable performance of a
Party’s obligations hereunder, or (c) the purposes of this Agreement, then the impacted Parties
will negotiate in good faith to address the situation in a manner that is acceptable to all Parties.
9.
CISC Obligations | Project Manager. The CISC’s executive director, or his or her
designee, shall be the CISC’s primary point of contact concerning this Agreement (the “Project
Manager”). In matters concerning the day-to-day implementation and maintenance of the
Service, the Provider should communicate directly with Participating Agencies as needed. The
Project Manager shall promote the efficient performance of the Parties’ obligations under this
Agreement. The Provider will seek the timely involvement of the Project Manager when events,
problems, concerns, or requests affecting Service or this Agreement cannot effectively be
addressed with the Participating Agencies. The Provider shall permit the Project Manager to
access Participating Agencies search query history and records of the Participating Agency’s use
of and transactions in the Service.
10.

Proprietary Rights.

10.01 Development of New Service Functionality. The Provider may monitor the
Participating Agency’s use of the Service to develop new, additional, or improved services or
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features. Such monitoring shall be solely at the Provider’s expense, shall not impact the use of
the Service, and shall comply with the CJIS Security Policy, applicable law, and the Provider’s
contractual obligations. Any new, additional, or improved services or features, including all
Intellectual Property rights therein, shall belong to the Provider.
10.02 Ownership of the Provider’s Proprietary Rights. Except as otherwise expressly
stated in this Agreement, all Service are licensed or provided as a service to the Participating
Agencies and not sold (notwithstanding the use of the term “purchase”, if used). Except as
otherwise expressly stated, all Intellectual Property rights associated with the Service (but not the
Member Agencies’ data) are the exclusive property of the Provider or its licensors. All rights in
and to the Service and the Provider’s other Intellectual Property not expressly granted to the
CISC or the Participating Agencies are reserved by the Provider. No ownership rights are being
conveyed to the CISC or to a Participating Agency hereunder.
10.03 Restrictions on Use of Service. Except to the extent expressly provided otherwise
in this Agreement, the CISC and each Participating Agency will not (and will not allow any third
party to): (a) reverse engineer or attempt to discover any source code or underlying ideas or
algorithms of any part of the Service; (b) provide, lease, lend, or otherwise use or allow person
not a Party to this Agreement to access or use the Service; (c) list or otherwise display or copy
any object code of any part of the Service; (d) develop any improvement, modification, or
derivative work to any Service or include a portion thereof in any other equipment or item;
(e) allow the transfer, transmission, export, or re-export of any Service (or any portion thereof) or
of the Provider’s technical data; or (f) perform benchmark tests without the prior written consent
of the Provider (any results of such permitted benchmark testing shall be deemed the Provider’s
Confidential Information).
10.04 Open Source Licenses. Notwithstanding anything contrary in this Agreement,
nothing herein alters any provision of an open source software license that applies to those
portions of the Service that constitutes or incorporates open source software.
11.

Warranties and Disclaimers.

11.01 Limited Warranties. The Provider represents and warrants to the CISC and to
each Participating Agency that the following are true:
(a)
Service Conforms to Documentation. During the period or term that
Service is provided, such Service will conform to the Acceptance Criteria.
(b)
Documentation Accurate. The Documentation is (i) truthful and accurate
in all material respects and (ii) fully and accurately described the functionality and use of the
Service.
(c)
No Adverse Effects. Any software that the Provider installs on the
Participating Agency’s computers, network systems, and data sources (collectively, the
“Participating Agency’s Systems”), or any applications to which the Provider grants
Participating Agencies access, will not have a material adverse effect on the Participating
Agency’s Systems.
(d)
Experience and Skill. The Provider and its subcontractors, if any, have the
capacity and the professional experience and skill to perform the Service. The Service will be
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performed in accordance with this Agreement and standards of care, skill, and diligence provided
by competent professionals who perform services of a similar nature to those specified in this
Agreement. The Service shall be provided in a good and workman like manner.
(e)
Compliance with Law. The Provider has complied and will comply with
all federal, state, and local laws, rules, regulations, ordinances and/or similar directives regarding
business permits, certificates, and licenses that are required to provide the Service.
11.02 DISCLAIMERS.
(a)

DISCLAIMER OF UNSTATED WARRANTIES. THE WARRANTIES SET FORTH IN
THIS AGREEMENT ARE THE ONLY WARRANTIES MADE. ALL OTHER WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING WITHOUT LIMITATION WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, ARE DISCLAIMED.
(b)

LIMITATION OF STATED WARRANTIES. THE WARRANTIES STATED IN
SECTION 11.01 DO NOT APPLY TO THE EXTENT AN ERROR THAT RESULTS FROM: (i) FACTORS
OUTSIDE OF THE PROVIDER’S REASONABLE CONTROL, INCLUDING ANY ACTIONS OR OMISSIONS BY
THIRD PARTIES OTHER THAN THE PROVIDER’S SUBCONTRACTORS; (ii) FAILURE BY THE CISC OR
THE PARTICIPATING AGENCY TO COMPLY WITH THIS AGREEMENT; (iii) FAILURE BY THE CISC OR
THE PARTICIPATING AGENCY TO USE THE SERVICE IN ACCORDANCE WITH THE DOCUMENTATION
OR OTHER APPROPRIATE INSTRUCTIONS OF THE PROVIDER; (iv) THE IMPROPER USE OR MISUSE OF
THE SERVICES BY THE CISC OR THE PARTICIPATING AGENCY; (v) ERRORS IN A MEMBER
AGENCY’S DATA NOT CAUSED BY THE PROVIDER; AND (vi) THE NEGLIGENCE OF THE CISC OR THE
PARTICIPATING AGENCY.
12.

LIMITATION OF LIABILITY.

12.01 LIMITATION OF DAMAGES. EXCEPT AS EXPRESSLY SET FORTH HEREIN, IN NO EVENT
WILL ANY PARTY BE LIABLE FOR ANY CONSEQUENTIAL, INDIRECT, EXEMPLARY, SPECIAL, OR
INCIDENTAL DAMAGES ARISING FROM OR RELATING TO THIS AGREEMENT, HOWEVER CAUSED AND
UNDER ANY THEORY OF LIABILITY (INCLUDING NEGLIGENCE), EVEN IF THE PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
12.02 LIMITATION OF THE PROVIDER’S LIABILITY. EXCEPT AS EXPRESSLY SET FORTH
HEREIN, THE LIABILITY OF THE PROVIDER IN CONNECTION WITH, ARISING UNDER, OR IN RELATION
TO THIS AGREEMENT, HOWEVER CAUSED, IS LIMITED AS FOLLOWS:
(a)
FOR LIABILITIES COVERED BY OR WHICH SHOULD REASONABLY BE COVERED
BY THE INSURANCE REQUIRED BY SECTION 15 (REGARDLESS OF WHETHER SUCH INSURANCE IS
PURCHASED OR NOT), THE GREATER OF (i) THE COVERAGE LIMITS SPECIFIED IN SECTION 15 AND
(ii) THE COVERAGE LIMITS ACTUALLY PURCHASED BY PROVIDER;
(b)
FOR ALL OTHER LIABILITIES, THE GREATER OF: (i) THE COVERAGE LIMITS OF
ANY INSURANCE PURCHASED BY THE PROVIDER WHICH COVERS THE LIABILITY; (ii) THE TOTAL
AMOUNT OF FEES INVOICED BY PROVIDER IN THE 18-MONTH PERIOD IMMEDIATELY BEFORE THE
EVENT GIVING RISE TO THE LIABILITY; AND (iii) $350,000.00.
12.03 EXCEPTIONS. NEITHER SECTION 12.01 NOR SECTION 12.02 SHALL LIMIT THE
PROVIDER’S: (a) LIABILITY UNDER SECTION 8.02; (b) OBLIGATION OR LIABILITY FOR
INDEMNIFICATION UNDER SECTION 13; OR (c) LIABILITY FOR BODILY INJURY, DEATH, OR DAMAGE
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TO TANGIBLE PROPERTY OF THE CISC OR ANY PARTICIPATING AGENCY CAUSED BY THE
NEGLIGENCE OR WILLFUL MISCONDUCT OF THE PROVIDER OR THE PROVIDER’S EMPLOYEES OR
AGENTS.

12.04 LIMITATION OF THE PARTICIPATING AGENCIES’ LIABILITY. EXCEPT WITH RESPECT
TO UNPAID FEES PROPERLY INCURRED, EACH PARTICIPATING AGENCY’S LIABILITY IN CONNECTION
WITH, ARISING UNDER, OR IN RELATION TO THIS AGREEMENT, HOWEVER CAUSED AND REGARDLESS
OF THE THEORY OF LIABILITY (INCLUDING NEGLIGENCE), IS LIMITED TO THE TOTAL AMOUNT OF
FEES PAID BY THE PARTICIPATING AGENCY UNDER THIS AGREEMENT IN THE 18-MONTH PERIOD
IMMEDIATELY BEFORE THE EVENT GIVING RISE TO THE LIABILITY.
12.05 LIMITATION OF THE CISC’S LIABILITY. EXCEPT WITH RESPECT TO UNPAID FEES
PROPERLY INCURRED, THE CISC’S LIABILITY IN CONNECTION WITH, ARISING UNDER, OR IN
RELATION TO THIS AGREEMENT, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY (INCLUDING NEGLIGENCE), IS LIMITED TO $1,000.00.
12.06 LIMITATION OF THE MEMBER AGENCIES’ LIABILITY. A MEMBER AGENCY WHO IS
NOT A PARTICIPATING AGENCY SHALL HAVE NO LIABILITY UNDER THIS AGREEMENT.
12.07 GOVERNMENTAL IMMUNITY. NOTHING IN THIS AGREEMENT OR IN ANY JOINDER
SHALL BE DEEMED A WAIVER OF THE RIGHTS, PRIVILEGES, IMMUNITIES, LIMITATION, OR
PROTECTIONS OF THE CISC, A PARTICIPATING AGENCY, OR A MEMBER AGENCY UNDER THE
COLORADO GOVERNMENTAL IMMUNITY ACT, C.R.S. §§ 24-10-101, ET SEQ., AS AMENDED.
13.

Indemnification and Hold Harmless

13.01 General Indemnification. Except for IP Claims subject to Section 13.02, the
Provider shall hold harmless, defend, and indemnify the CISC, each Participating Agency, and
each Member Agency, and all of their respective officers, officials, employees, and volunteers
(the “Indemnified Parties”) from and against any and all liability, loss, damage, expense, and
cost (including without limitation reasonable attorneys’ fees, costs, and fees of litigation) of
every nature (“Damages”) arising out of or in connection with any third-party claim, action, suit,
or proceeding (a “Third Party Claim”) proximately caused by the Provider’s acts or omissions,
whether or not such Third Party Claim is successful, except to the extent that such Third Party
Claim is caused by the breach, negligence, error, violation of law, or willful misconduct of the
Indemnified Parties.
13.02 Intellectual Property Indemnification.
(a)
Definition. “Intellectual Property” means copyrights, trademarks,
trademark applications (including intent-to-use applications), trade names, moral rights, trade
secrets, patents, patent applications, inventions, invention disclosures, know-how, designs, and
other items commonly recognized as intellectual property under the laws of the United States or
any other country.
(b)
Indemnification. In the event of a Third Party Claim against an
Indemnified Party asserting or involving an allegation that the Services infringe upon or violate
any Intellectual Property right (an “IP Claim”), the Provider shall hold harmless, defend, and
indemnify the Indemnified Parties from and against any Damages arising out of or in connection
with such IP Claim, whether or not such IP Claim is successful.
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(c)

Remedies for an IP Claim.

(i)
Procure Rights, Replace, or Terminate. In addition to the
Provider’s indemnification obligation under Section 13.02(b), in the event of an IP Claim, or if in
the Provider’s reasonable opinion an IP Claim is likely, the Provider will (1) procure for each
Participating Agency the right to continue using the Service; (2) replace or modify the Service so
that it becomes non-infringing (such a modification or replacement shall be materially similar to
the original); or, (3) if neither (1) nor (2) is achieved despite the Provider’s reasonable efforts,
terminate the Service or this Agreement. The Provider’s indemnification obligation set forth in
Section 13.02(b) will survive the termination of this Agreement pursuant to this Section 13.02(c).
(ii)
Effect of Termination. If the Provider terminates a Service or this
Agreement, the Provider shall refund to the CISC and to each Participating Agency a pro-rated
portion of the fees paid that reflect the remaining portion of the applicable period or term that the
Service are to be provided at the time of termination.
(d)
Exclusive Remedy. This Section 13.02 sets forth the Indemnified Party’s
sole and exclusive remedy for any IP Claim.
14.

Termination.
14.01 Termination for Breach.

(a)
Termination of the Agreement. Either the Provider or the CISC may
terminate this Agreement in its entirety if the other commits a material breach of this Agreement,
including a breach of a representation or warranty, by giving the breaching Party written notice
of termination for breach. The notice of termination for breach must specify the nature of the
breach in reasonable detail. This Agreement will automatically terminate if the breach described
in the notice is not cured within 28 days after the notice is given.
(b)
Termination of a Joinder. A Participating Agency or the Provider may
terminate the Joinder applicable to that Participating Agency if the other commits a material
breach of this Agreement or the Joinder, including a breach of a representation or warranty, by
giving the breaching Party written notice of termination for breach. The notice of termination for
breach must specify the nature of the breach in reasonable detail. The Joinder will automatically
terminate if the breach described in the notice is not cured within 28 days after the notice is
given.
14.02 Termination for Convenience.
(a)

Participating Agencies.

(i)
A Participating Agency may terminate the Joinder applicable to it
by giving written notice to the Provider at least 120 days before the effective date of termination.
(ii)
If the Service are subject to any combination of Level 1 or Level 2
Errors that persist for a total of 36 hours in any ten-week period, then a Participating Agency
may terminate its Joinder by giving written notice to the Provider five days before the effective
date of termination.
(b)
The Provider. The Provider may terminate this Agreement (and all
Joinders hereunder) or any specific Joinder by giving written notice to the CISC on or before
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June 30 of any year. If the Provider is terminating a specific Joinder, the Provider shall also
provide the written notice to the impacted Participating Agency. This Agreement will terminate
effective December 31 of that year. A termination notice given after June 30 will be deemed a
notice of termination for the following year.
(c)
The CISC. The CISC may terminate this Agreement by giving written
notice to the other at least 30 days before the effective date of termination, provided that there
are no Joinders in effect at the time the notice is given.
14.03 Effect of Termination. Upon the termination of this Agreement, the CISC and
each Participating Agency shall cease use of the Service and the Provider shall cease providing
the Service. Upon the termination of a Participating Agency’s Joinder, that Participating Agency
shall cease use of the Service and the Provider shall cease providing the Service to that
Participating Agency. Neither the CISC nor any Participating Agency will have liability for any
Service performed after the effective date of termination, but the Provider shall be entitled to
receive compensation in accordance with this Agreement for any Service provided between the
notice of termination and the effective date of termination. A termination under this Section 14
will be without prejudice to the rights any Party may have against another, whether arising in
connection with a breach or otherwise. If this Agreement or any Joinder is terminated under
Sections 14.02(a)(ii) or 14.02(b), or under Section 14.01 due to the Provider’s breach, the
Provider shall refund a pro-rated portion of the fees paid that reflect the remaining portion of the
applicable period or term that the Service are to be provided at the time of termination.
15.

Insurance.

15.01 Mandatory Insurance. The Provider shall to procure and maintain, at its own
expense, the following policies of insurance before providing any Service:
(a)
Workers Compensation Insurance. Worker’s compensation insurance to
cover obligations imposed by applicable laws for any employer engaged in the performance of
Service under this Agreement. The Provider shall comply with the requirements of the Worker’s
Compensation Act of Colorado and shall provide worker’s compensation insurance to protect the
Provider from and against all worker’s compensation claims arising from the performance of
services under this Agreement.
(b)
Commercial General Liability Insurance. Commercial general liability
insurance with minimum combined single limits of one million dollars ($1,000,000.00) each
occurrence and two million dollars ($2,000,000.00) aggregate. The policy shall be applicable to
all premises and operations. The policy must include coverage for bodily injury, broad form
property damage (including completed operations), personal injury (including coverage for
contractor and employee acts), blanket contractual, independent contractors, products, and
completed operations. The policy must contain a “severability of interests” provision. Coverage
must be on an “occurrence” basis as opposed to a “claims made” basis. This insurance must pay
on behalf of the Provider all sums which the Provider shall become legally obligated to pay as
damages because of bodily injury or property damage caused by an occurrence up to the
specified limits of liability for each occurrence.
(c)
Data Breach Insurance. Data breach insurance with first party coverage of
two million dollars ($2,000,000.00) and third-party coverage of two million dollars
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($2,000,000.00). Coverage shall insure against information theft, damage to or destruction of
electronic information, negligent release of private information by the Provider or its
subcontractors, and network security. The policy shall provide coverage for breach response
costs as well as regulatory fines and penalties.
(d)
Commercial Automobile Liability Insurance. Commercial automobile
liability insurance with minimum combined single limits for bodily injury and property damages
of not less than one million dollars ($1,000,000.00) each occurrence with respect to each of the
Provider’s owned, hired, and non-owned vehicles assigned to or used in performance of the
Service. The policy shall contain a “severability of interests” provision. Commercial automobile
liability insurance must cover the Provider for all sums which the Provider shall become legally
obligated to pay as damages because of bodily injury or property damage caused by the
occurrence up to the specified limits of liability for each occurrence.
(e)
Professional Liability Insurance. Professional liability or errors and
omissions insurance with a minimum coverage amount of two million dollars ($2,000,000.00)
per occurrence or claim and two million dollars ($2,000,000.00) aggregate and for two years
beyond the completion of all Services.
15.02 Other Insurance Terms.
(a)
Insurance Companies. The above-mentioned coverages shall be procured
and maintained with insurers with an A- or better rating, as determined by Best’s Key Rating
Guide. All coverages shall be continuously maintained to cover all liability, claims, demands,
and other obligations assumed by the Provider.
(b)
Primary Insurance. The policies required above shall be primary
insurance, and any insurance carried by the CISC, a Participating Agency, or a Member Agency,
or their officers or employees shall be excess and not contributory insurance to that provided by
the Provider. No additional insured endorsement to the policies required above shall contain any
exclusion for bodily injury or property damage arising from completed operations. The Provider
shall be solely responsible for any deductible losses under any policy required herein.
(c)
Endorsements. The required commercial general liability, data breach, and
commercial automobile liability policies shall name the CISC, each Participating Agency, and
each Member Agency and their elected officials, officers, employees, and agents as additional
named insureds. The policies shall provide that the CISC will receive notice no less than 30 days
prior to cancellation, termination, or a material change to the policies.
(d)
Failure to Procure | Effect on Provider. The Provider shall not be relieved
of any liability, claims, demands, or other obligations assumed pursuant to this Agreement by
reason of its failure to procure or maintain insurance, or by reason of its failure to procure or
maintain insurance in sufficient amounts, durations, or types.
(e)
Failure to Procure | CISC Rights. Failure on the part of the Provider to
procure or maintain policies providing the required coverages, conditions, and minimum limits
shall constitute a material breach of contract for which the CISC may immediately terminate this
Agreement (and all Joinders hereunder) or for which a Participating Agency may immediately
terminate its Joinder, or, at the CISC’s discretion, the CISC may procure or renew any such
policy or any extended reporting period thereto and may pay any and all premiums in connection
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therewith, and all monies so paid by the CISC shall be repaid by the Provider to the CISC upon
demand, or the CISC may offset the cost of the premiums against any monies due to the Provider
from the CISC or any Participating Agency.
16.

Confidentiality

16.01 Definition of Confidential Information. As used in this Section 16, the word
“information” refers to data or information in any form or medium.
(a)
Definition. “Confidential Information” means all information that a
Party or a Member Agency (a “Disclosing Party”) discloses to another Party (a “Receiving
Party”) that falls within one or more of the following categories: (i) any information identified
as Confidential Information herein or in a Joinder; (ii) any information that falls within the
definition of a “trade secret” as defined under C.R.S. § 7-74-102(4), as amended; (iii) any
information, including a formula, pattern, compilation, program, device, method technique, or
process that (1) derives independent economic value, actual or potential, from not being
generally known to, and not being readily ascertainably by proper means by, other persons who
can obtain economic value from its disclosure or use and (2) is the subject of efforts that are
reasonable under the circumstances to maintain its secrecy; (iv) any information which the
Receiving Party knows or reasonably should know that the Disclosing Party is required to keep
confidential under a binding obligation with a third party; and (v) all information provided to a
Receiving Party which the Receiving Party knows or reasonably should know could be
detrimental to the interests of the Disclosing Party if disclosed or used without authorization,
whether or not such information is identified as confidential.
(b)
Exceptions. Information that falls into any one or more of the following
categories will not constitute Confidential Information: (i) information that is or becomes part of
the public domain through no fault of the Receiving Party; (ii) information that the Receiving
Party can show was known by it prior to its receipt from the Disclosing Party; (iii) information
that the Receiving Party can show was independently developed by or for it without relying on
any Confidential Information; (iv) information that the Receiving Party can show was rightfully
received from a third party who is not under any obligation to maintain the confidentiality of
such information, under circumstances not involving a violation of the rights of the Disclosing
Party.
16.02 Protection of Confidential Information. Except as otherwise provided or permitted
in this Agreement, the Receiving Party will not do any of the following, directly or indirectly,
without the written consent of the Disclosing Party: (a) disclose, transfer, or otherwise
communicate to any third party any Confidential Information; or (b) use Confidential
Information for any purpose other than to perform its obligations or exercise its rights under this
Agreement. The Receiving Party will not permit any of its respective agents or employees to take
any action prohibited by this Section 16.02.
16.03 Availability of Injunctive Relief. The unauthorized use or disclosure of
Confidential Information would be highly prejudicial to the interests of the Disclosing Party and
would materially damage the Disclosing Party. Therefore, the Disclosing Party will be presumed
entitled to injunctive relief to protect its Confidential Information against unauthorized
disclosure or use in violation of this Agreement. Upon demand, the Provider shall pay to the
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CISC, a Participating Agency, or a Member Agency the costs incurred by those entities in
obtaining an injunction under this Section 16.03, including reasonable attorneys’ fees.
16.04 Court Order. The Receiving Party will not be in breach of the obligations
hereunder to the extent that, based upon the advice of counsel, it provides Confidential
Information under a court order or discloses Confidential Information as required by law. Before
the Receiving Party discloses Confidential Information under this Section 16.04, it must
(a) notify the Disclosing Party of the court order or legal requirement, (b) give the Disclosing
Party a reasonable opportunity to contest or limit the required disclosure, and (c) provide
reasonable assistance at the Disclosing Party’s expense, except to the extent it is illegal to do any
of the foregoing.
16.05 Return of Confidential Information. Upon termination of this Agreement: (a) the
Receiving Party will at its option, immediately destroy or deliver to the Disclosing Party the
originals and all copies of any and all materials and writings received from, created for, or
belonging to the Disclosing Party which relate to or contain any Confidential Information; and
(b) the Receiving Party will permanently delete any and all Confidential Information from all
computers and other electronic data storage devices in the Receiving Party’s or its agent’s or
employee’s control. If the Receiving Party opts to destroy the Confidential Information, it will
provide a written certification of the destruction of the Confidential Information to the
Disclosing Party.
17.

General Terms.
17.01 Notices.

(a)
Process. All notices, communications, and deliveries that are given under
with this Agreement must be in writing and will be effective when received by the person to
whom directed. A notice will be rebuttably presumed received as follows: (i) five hours during
the business day after it is sent by email; (ii) on the day designated for delivery if sent by hand
delivery or overnight courier; or (iii) three days after it is sent by certified mail, return receipt
requested. Communications sent by email, including email attachments, and other electronic
communications, except voice communications and voice mails, are “in writing” for purposes of
this Agreement. Any notices provided for in this Agreement shall be directed to the recipient
using the contact information provided in below.
(b)
Contacts. Any Party may change its contact information by giving written
notice of the change to the other Parties. Notices shall be delivered to the contacts set forth on
the signature page hereto.
17.02 Delays. If performance of the Service is delayed due to factors beyond the
Provider’s reasonable control, or if conditions of the scope or type of Service are expected to
change, the Provider shall give timely notice to the CISC and the affected Participating Agencies
of such delay or change unless, under the circumstances, the CISC or the Participating Agency
are already aware or should reasonably be aware of the foregoing.
17.03 Independent Contractor. This Agreement shall not render the Provider or any of
the Provider’s agents an employee, partner, agent of, or joint venturer with the CISC, any
Participating Agency, or any Member Agency. The Provider is and will remain an independent
contractor in its relationship to the CISC, each Participating Agency, and each Member Agency.
13
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The Provider’s agents are not and will not become the CISC’s, any Participating Agency’s, or
any Member Agency’s employees. No Party shall have the right, power, or authority to bind any
other Party to the fulfillment of any condition, contract, or obligation or to create any liability
binding on any other Party.
17.04 Further Assurances. Each Party shall execute all further documents and take all
further acts reasonably necessary or appropriate to carry out this Agreement.
17.05 Amendments. Amendments to this Agreement must be in writing signed by the
Provider and the CISC. The CISC may agree to an amendment on behalf of the Participating
Agencies; provided, however, that the CISC and the Provider shall deliver a copy of the
amendment to all Participating Agencies and, for 90 days after such amendment, any
Participating Agency may opt out of the amendment; and, provided further, that, without the
written consent of the Participating Agency in question, (a) no such amendment may increase a
Participating Agency’s limitation of liability, (b) decrease the Provider’s limitation of liability or
indemnification obligations, (c) otherwise materially alter the allocation of risk among the
Parties, (d) increase the fees payable by the Participating Agency, or (e) otherwise materially
alter the Participating Agency’s reasonable expectations under this Agreement.
17.06 Entire Agreement. This Agreement (and the Joinder applicable to each
Participating Agency) is the complete and exclusive statement of all agreements between the
Parties, and this Agreement supersedes all prior proposals and understandings, oral and written,
relating to the subject matter hereof.
17.07 Assignment. The Provider may not assign this Agreement nor delegate any
obligation, in whole or in part, to any third party without the CISC’s prior written consent;
provided, however, that the Provider may assign this Agreement and all of its rights and
obligations hereunder, without the prior written consent of the CISC, in connection with the sale,
transfer, or other disposition by the Provider of all or substantially all of its assets or a controlling
interest in the Provider. Any assignment or attempted assignment of this Agreement not
permitted by this Section 17.07 shall be void.
17.08 Governing Law and Forum. This Agreement shall be governed by, and construed
in accordance with, the internal laws of the State of Colorado, without reference to conflict of
laws principals. Venue for any civil action relating to this Agreement shall be in a state or federal
court located in Denver, Colorado, and all Parties waive any objections to such venue.
17.09 Dispute Resolution. If any claim, disagreement, issue, or dispute arising out of or
in connection with this Agreement (a “Dispute”) between or among the Parties cannot be
resolved by those Parties, one or more of the Parties to the Dispute shall delivering a written
statement to the CISC’s Project Manager specifying the nature of the Dispute (if the CISC is a
Party to the Dispute, it shall deliver the written notice to the other Parties to the Dispute). The
CISC’s Project Manager shall schedule a time for the Parties to the dispute to meet and discuss
the Dispute, with the goal of resolving the Dispute without resorting to litigation. NO PARTY MAY
INITIATE ANY ACTION, SUIT, OR PROCEEDING AGAINST ANY OTHER PARTY UNTIL AT LEAST 10 DAYS
AFTER THE MEETING OCCURRED.
17.10 Authority; Non-Contravention. Each Party has full power and authority to execute
and deliver this Agreement and to perform its obligations hereunder. The Provider represents and
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warrants that neither the execution and delivery of this Agreement nor the performance or
delivery of the Service will conflict with, result in a breach of, or constitute a default under any
agreement, contract, or other arrangement to which the Provider is a party or by which it is
bound.
17.11 No Third Party Beneficiaries. With the exception of certain rights expressly
granted to the Member Agencies, (a) this Agreement is made solely for the benefit of the Parties
and their respective successors and permitted assigns and (b) nothing in this Agreement confers
any rights or remedies on any persons other than the Parties and their respective successors and
permitted assigns.
17.12 Severability. If any term or condition of this Agreement is held to be invalid or
unenforceable, then the term or condition may be modified or amended by the court to render it
enforceable to the maximum extent permitted. If modification or amendment is not practicable,
then the term or condition shall be severed from this Agreement with no effect upon the
remaining terms and conditions of this Agreement.
17.13 Force Majeure. No Party shall be liable for any delay in or failure of performance
of any obligation, nor shall any delay or failure constitute default or give rise to any liability, if
and only to the extent that such delay or failure is caused by a “force majeure” event. “Force
majeure” means acts of God, acts of the public enemy, unusually severe weather, fires, floods,
epidemics, quarantines, strikes, labor disputes and freight embargoes, or other causes that are not
within such Party’s control, to the extent such events were not the result of, or were not
aggravated by, the acts or omissions of the non-performing or delayed Party.
17.14 Waiver. No covenant or term of this Agreement shall be deemed to be waived by
any Party except in a writing signed by a person authorized by such Party, and any waiver of a
right shall not be construed to be a waiver of any other right or to be a continuing waiver.
17.15 Non-Appropriations. Pursuant to C.R.S. § 29-1-110, as amended, the financial
obligations of the CISC and each Participating Agency beyond the current fiscal year are
contingent upon funds for that purpose being appropriated, budgeted, and otherwise available. A
Joinder applicable to a Participating Agency is automatically terminated on January 1 of the first
fiscal year for which funds are not appropriated by that Participating Agency. Nothing herein or
in the Service Agreement shall create a multiple year fiscal obligation pursuant to Section 20,
Article X, of the Colorado Constitution. Any financial commitment of the CISC or a
Participating Agency beyond the current fiscal year is contingent upon the CISC’s or the
Participating Agency’s legislative body’s annual appropriation of funds.
17.16 Public Trust. The Provider shall not offer or provide anything of benefit to any
CISC or Participating Agency official or employee that would place the official or employee in a
position of violating C.R.S. § 24-18-109, as amended.
17.17 Equal Employment Opportunity. While performing this Agreement, the Provider
shall not discriminate against any employee, subcontractor, or applicant for employment because
of race, creed, color, national origin, religion, sex, sexual orientation, mental or physical
disability, or age.
17.18 Illegal Aliens. The Provider certifies, represents, and warranties that it does not
knowingly and will not knowingly (a) employ or contract with any illegal aliens to perform work
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or (b) contract with a subcontractor who knowingly employs or contracts with any illegal aliens
to perform work. The Provider shall use the E-Verify program to confirm the employment
eligibility for all employees who are newly hired to perform Service. The provisions of C.R.S.
§ 8-17.5-102(2) are incorporated by reference.
17.19 Open Records. The Parties understand that certain material provided or produced
under this Agreement may be subject to the Colorado Open Records Act, including C.R.S. § 2472-202.
17.20 Personally Identifiable Information. The Provider certifies, represents, and
warrants that it has implemented and will maintain reasonable and appropriate security
procedures and practices in accordance with C.R.S. § 6-1-713.5.
17.21 Pecuniary Gain from Criminal Justice Records. In accordance with C.R.S. § 2472-305.5, the Provider represents, warrants, and affirms that it will not use any records of official
actions, any criminal justice records, or any information contained therein for the purpose of
soliciting business for pecuniary gain.
17.22 Survival of Terms and Conditions. Notwithstanding anything herein to the
contrary, the Parties understand and agree that all terms and conditions of this Agreement that
require continued performance, compliance, or effect beyond the termination date of the
Agreement shall survive such termination date and shall be enforceable in the event of a failure
to perform or comply.
17.23 Construction. Descriptive headings in this Agreement are for convenience only
and shall not control or affect the meaning or construction of any provisions of this Agreement.
The word “including” will be construed as “including, without limitation.” If there is any
inconsistency between the main body of this Agreement and any Exhibit attached hereto or any
other document made applicable to the Parties’ agreement, the inconsistency shall be resolved by
giving precedence in the following order: (a) the main body of this Agreement; (b) the Exhibits
attached hereto; (c) the Joinder applicable to the Provider and the Participating Agency; and
(d) any other provisions incorporated into the Parties’ agreement in the Joinder; provided,
however, that if the inconsistent provision specifically references a provision that would
otherwise control with a clear intent to supersede such provision, the inconsistent provision will
be deemed to control.
17.24 Counterparts. This Agreement may be executed and delivered in counterparts
(including by means of electronic signatures), all of which taken together will constitute one and
the same agreement.
17.25 Additional Exhibits. Exhibit F is a form of the Provider’s sales price quote, which
the Provider and a Participating Agency will complete as part of the Joinder. Exhibit G contains
the Provider’s additional provisions applicable to the Services, if any.
[signature page follows]
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In witness whereof, the CISC and the Provider are executing this Agreement to signify their
acceptance of all the terms and conditions stated herein, to be effective as of the Effective Date,
regardless of the date of actual signature.
COLORADO INFORMATION
SHARING CONSORTIUM

RADIX METASYSTEMS, INC.

By: _________________________________ By: _________________________________
Name: Vince Line
Name: Alan R.A. Hamor
Title: Board Chair
Title: Chief Operating Officer
December 12, 2019

December 9, 2019

Date: ________________________________ Date: ________________________________
Contact for Notices
Name: Dave Shipley
Address: P.O. Box 971, Berthoud, CO 80513
Email: DShipley@adcogov.org
Phone: (970) 214-5218

Contact for Notices
Name: Angela Zipfel
Address: 6200 S. Main St., Suite 210, Aurora,
CO 80016
Email: angela.zipfel@radixmeta.com
Phone: 720.728.7166 or 303.875.9340
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DESCRIPTION OF THE SERVICES
Nighthawk.cloud Overview
Investigators and analysts in many roles and industries are “drowning in data”. The volume,
variety, velocity, and in some cases the veracity of this data is often overwhelming to the
investigator. These issues and the time-consuming nature of examining this volume of data can
result in these information sources being ignored. Without the proper software tools the analysis
of this data can take many hours, and often weeks. Ignoring these information sources can lead to
significant gaps in situational awareness. Investigators require the means to quickly discover the
existence and significance of events that lie within these information sources early in their
investigation.
Radix Metasystems, Inc. (Radix) engineers have a reputation for developing ground breaking
intelligence analysis tools for the Department of Defense and national-level Intelligence
Community customers. Many of the intelligence data visualization and processing problems that
Radix has resolved for other customers are applicable to the law enforcement domain. This
realization resulted in Radix creating a law enforcement specific suite of software tools called
Nighthawk.
Nighthawk.cloud (Nighthawk) is a Software as a Service (SaaS) platform providing the
foundation for a suite of software applications that support criminal justice organizations. The
Nighthawk service is hosted in the Amazon Web Services US based GovCloud regions and will
allow access only to legal US entities. Nighthawk applications are accessed via the Chrome web
browser on any internet connected computer.
By hosting Nighthawk in the cloud and accessing its applications via a web browser Radix
provides an always available, always up to date, continuously improving application service.
When data sources change their formats or new data sources/formats are added, Nighthawk
engineers will fix or enhance the software, then push those changes into the running cloud-based
application seamlessly so that all users will immediately benefit. The Participating Agency IT
personnel do not need to install or update application software. Every time a user logs into the
Nighthawk system they are working with the latest software. The cloud-based nature of the
platform and its design also allows a level of collaboration between users, even across
organizations if desired, which would be almost impossible with a locally installed and managed
software application.
For the most up to date information and a complete feature list please visit
www.nighthawk.cloud.
Nighthawk LEOVision Overview
LEOVision is a service within the Nighthawk platform. LEOVision assists law enforcement in
managing, analyzing, and extracting investigation-relevant information from large, disparate data
sets. LEOVision provides advanced data visualization, which runs in the Google Chrome web
browser. LEOVision provides case-based organization, aggregation, and fusion of digital
forensic data with dynamic filtering and the ability to visualize information at a macro level or
zoom in to look at fine details.
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LEOVision is capable of handling hundreds of thousands of data records, ingested in various file
formats. LEOVision can accept information in formats from major commercial data providers
and is extensible to handle as-yet-unknown data formats.
Example datasets include, but are not limited to the following:
•
•
•
•
•
•
•
•

Call Data Records (CDR) phone and tower data (Sprint, Verizon, AT&T, TMobile, etc.)
Ankle monitor data
Google and iCloud data
License plate reader (LPR) data
Facebook Messenger data
Covert Track
In-car GPS
Any CSV or EXCEL file that contains location and/or temporal information

Data sets can be associated with specific “subjects” (aka persons, places, things of interest) and
then analyzed individually or collectively. Custom filtering features allow the user to see as
much or as little data as desired and also limit it to a specific timeframe.
LEOVision allows the investigator/analyst to organize and evolve case information by providing
the capability to create subjects and annotate them with custom descriptions, then associate
datasets, pictures, notes, and relationships to any subject. The user can also note specific times of
interest in a case which can then be used as a “bookmark” reference to quickly jump-to and
visualize data in that timeframe. Locations of interest can also be documented and augmented
with pictures. These features are very valuable to the investigator, especially when sharing with
or describing a case to another investigator.
LEOVision was designed to be an integrated, collaborative case management tool that pairs
seamlessly with data analysis capabilities, creating intuitive visualization of the information,
relationships and connections between the relevant people, places, and things that comprise the
components of an investigation.
Collaboration is provided with built in features to ensure data security and comprehensive access
control, which include:
•
•
•
•

White and black listing of specific users or organizations
‘View only’ and ‘modify’ permissions
Easy exporting and sharing of analysis results
Full traceability of case data modification; by whom, and when

Source data integrity is imperative, so unlike some software, Nighthawk LEOVision does not
require the user to alter or otherwise manipulate the source data prior to loading it. Nighthawk
LEOVision preserves the integrity of all data records loaded into the system.
Nighthawk LEOVision was built specifically to address the needs of law enforcement and
District/US Attorney investigations. If a case goes to trial, Nighthawk LEOVision generated
artifacts may make their way into a court room. Nighthawk visualization tools provided clear and
efficient communication of complex and vast data sets to technical and non-technical audiences.
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LEOVision Integrated Visualization Capabilities
Nighthawk LEOVision provides temporal visualization controls that allow investigators/analysts
to examine data at both macro and micro scales across multiple visualization displays
simultaneously. LEOVision includes animation capabilities allowing the user to better identify
movement and trends though temporal data. These animation capabilities allow users to replay
all data sources in time order greatly enriching the situational awareness of the user. Advanced
time-based controls are provided to make this process easy to use and easy to understand. The
LEOVision visualization tools included the following:
•

•
•

•

•

•
•

Mirco Timeline
o Zoom in and out to view data bounded by a specific timeframe
o Intuitively see that a data point has duration or is an instant in time event
o Ability to hover on data points and see the details
Macro Timeline
o Quickly adjust displayed data by selecting a time range
o Shows histogram of data by each day represented in the data files
Network Interaction Diagram
o Shows all interactions of relatable data within then loaded datasets
o Helps identify data/parties of interest during a time of interest
o Network interaction can be viewed by device or grouped by subject
Count-By Tool
o Quickly create Hot Call lists
o Immediate visibility of interactions between devices and frequency (who was
talking to whom and how often)
o Filter data by time of day to identify frequented locations
Map Tool
o Scalable and interactive map displays with customizable time and location-based
data overlays
o Custom data color assignments to assist with visual recognition
List Tool
o View datasets in a spreadsheet-like format
o Sort, filter, and search capabilities to help analyze the data
SIFT - Subject Interaction & Filtering Tool
o View interaction between selected subjects in an Instant Messenger-style layout
[end of Exhibit A]
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FEES
Radix Metasystems, Inc. (Radix or Provider) is pleased to provide this offer to license Softwareas-a-Service use of the Nighthawk LEOVision product by Member Agencies of the CISC. This
Exhibit B outlines the cost for license of the product. Exhibit F to the Agreement is an example
of Radix’s Nighthawk sale price quote (a “Price Quote”). A similar Price Quote will be
completed by the Participating Agency and Radix and attached to the Joinder.
Future products that are added to the Nighthawk application suite (other than LEOVision) may
be included with the issued license or may require a separate license fee. If additional products
are added to Nighthawk, then this Exhibit B and Exhibit F will be amended to detail pricing of
those additional products.
B1. Pricing Validity Term
The pricing herein is valid for a period of three years after the Effective Date of this Agreement.
Provider agrees to hold to the pricing as presented herein for the term of any and all agreements
with Participating Agencies under this MSA via a Joinder. At the end of the Joinder term, the
Provider reserves the right to adjust pricing of future agreements and/or renewals.
B2. Limitation on Participating Agencies
This offer is not valid for and excludes CISC Member Agencies that are US Federal Government
Agencies or Ex-Officio members of the CISC.
B3. Nighthawk LEOVision Software-as-a-Service Licenses
The product is available under two license types. The “Enterprise License” is the standard
license type offered for Nighthawk Services. The second type is an exclusive offer to CISC
Participating Agencies: “License Packs” for when an Enterprise License is not a good fit for a
Participating Agency.
Discount. All yearly license cost will be discounted for CISC Participating Agencies by twenty
percent (20%) below the Provider’s standard annual pricing. Further, at the time the Joinder
agreement is first executed between Provider and Participating Agency, an additional five
percent (5%) annual discount will be added for each additional year of Service purchased at that
time (after the first year), limited and bounded by the Pricing Validity Term specified in
Section B1 of this Exhibit B.
B3.1 Enterprise License
The Enterprise License grants the Participating Agency the right to a user account for every
individual who is directly employed by or exclusively associated with the Participating Agency.
The price for the Enterprise License is based on the estimate of the number of Expected Users
and organization type.
Use the following table to determine your organization’s number of Expected Users. If you
believe that your organization does not fit one of the types below, then please contact Provider
directly to discuss and determine which type applies. Upon CISC request the Provider may add
additional categories by amendment to this Exhibit B.

1

DocuSign Envelope ID: 7501947E-2C14-4B34-9FB9-4D49BF690E42

Exhibit B

Organization Type

Formula to Calculate
Expected Users (CPO =
Certified Peace Officer)

Example
Organization
Size

Example
Expected
Users

Police Departments &
Sheriffs Offices

CPO x 20%

100 CPO

20

District Attorney
Offices

(CPO x 90%) + (Attorneys x
50%)

20 CPO &
50 Attorneys

43

Task Forces (limited
by regional group)

CPO x 90%

40 CPO

36

After determining your number of Expected Users, the cost for the enterprise can be determined
by the following formula:
Annual Enterprise License Cost = Expected Users x $125/month x 12 months, with a minimum
annual cost of $5,000. The discounts discussed above apply to this amount.
Example 1:
Expected Users of 20 with three-year license term:
Annual License Cost = 20 x $125 x 12 = $30,000
With CISC Discounts and 3-year total term: $30,000 x (100%-(20%+5%+5%)) =
$21,000 annually.
Example 2:
Expected Users of 2 with two-year license term:
Annual License Cost = 2 x $125 x 12 = $3,000 (which is less than minimum of
$5,000), so $5,000
With CISC Discounts and 2-year total term: $5,000 x (100%-(20%+5%)) = $3,750
annually.
For clarity, each individual employed by or exclusively associated with the Participating Agency
is entitled to use the Services purchased if you purchase an Enterprise License, even though the
price you pay is only based on the estimated number of Expected Users.
The Enterprise License offers the greatest value and flexibility to the Participating Agency.
B3.2. Limited Enterprise License
The Limited Enterprise License grants the Participating Agency the right to a user account for a
specific maximum number of individual users who are directly employed by or exclusively
associated with a group within a Participating Agency. For instance, if a Participating Agency
wants to license the product only for its Major Crimes Division then it can do so with this type of
license. The price for the Limited Enterprise License is based on the maximum number of
Expected Users in this group.
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After determining your maximum number of Expected Users, the cost for the limited enterprise
can be determined by the following formula:
Annual Enterprise License Cost = Maximum Expected Users x $125/month x 12 months, with a
minimum annual cost of $5,000. The discounts discussed above apply to this amount.
Example 1:
Maximum Expected Users of 50 with three-year license term:
Annual License Cost = 50 x $125 x 12 = $75,000
With CISC Discounts and 3-year total term: $75,000 x (100%-(20%+5%+5%)) =
$52,500 annually.
Example 2:
Maximum Expected Users of 2 with two-year license term:
Annual License Cost = 2 x $125 x 12 = $3,000 (which is less than minimum of
$5,000), so $5,000 annually
With CISC Discounts and 2-year total term: $5,000 x (100%-(20%+5%)) = $3,750
annually.
For clarity, up to the Maximum Expected Users number of individuals employed by or
exclusively associated with a group within the Participating Agency are entitled to use the
Services purchased if you purchase a Limited Enterprise License.
The Limited Enterprise License offers a better cost point than the User License Pack, but with
less flexibility because all users must be in a specific group within the Participating Agency.
B3.3. User License Packs
Licenses From Licenses To Annual Per User
1

1

$5,000.00

2

2

$4,500.00

3

5

$4,000.00

10

19

$3,500.00

20

29

$3,000.00

30

49

$2,500.00

50

59

$2,400.00

60

69

$2,300.00

70

89

$2,200.00

90

99

$2,100.00
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100

199

200+

$2,000.00
$1,600

Each license in a license pack is assigned to and must be used exclusively by a specific
individual user. Sharing of a user account is not allowed.
Determine the number of desired licenses, from the table determine the Annual Per User cost
based on that number of licenses, then multiply the number of licenses by the Annual Per User
cost. Applicable CISC Discounts are then applied to the annual cost.
Example:
Participating Agency desires 5 licenses and a 3-year subscription term.
Annual Cost = 5 licenses x $4,000 per license = $20,000.
Discounted Annual Cost for CISC Member = $20,000 x (100% - (20% +5% + 5%))
= $14,000.
B4. Setup Costs
A one-time setup cost is charged for each Participating Agency.
Setup cost is the greater of:
(a)

$3,000 (minimum setup cost);

(b)

$200 per Expected User for Enterprise Licenses; and

(c)

$200 per License in a License Pack.

Example 1:
Organization has 30 Expected Users and is purchasing an Enterprise License. Setup
cost is 30 x $200 = $6,000.
Example 2:
Organization is purchasing two licenses in a License Pack. Setup cost $3,000.
B5. Technical Support
Radix believes that adequate technical support can be critical to Participating Agency success.
For example, there may be a need to assist in loading a data type into the system which
Nighthawk is not yet designed to accept, or to assist an investigator/analyst through an advanced
system use case. Technical support does not include any time the Provider spends identifying
and/or correcting a defect discovered in the system. Radix provides an included number of
technical support hours per license year.
All technical support engagements are tracked to a minimum of ¼ hour.
CISC license discounts do not apply to technical support. Technical support cost is outlined
below and has a discount associated only to pre-purchased support.
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B5.1 Included Technical Support
One (1) hour of Technical support per year / per Expected User or per License Pack license
count is included with the annual license free of charge. This is a pool of support hours for the
customer organization. All free support hours not used by the end of each annual license period
will expire and do not roll over to the next annual period.
B5.2 Pre-Paid and Ad-Hoc Technical Support Cost
Pre-purchased support hours are recommended as they are more cost effective for the
Participating Agency. They can be offered to the Participating Agency at a discounted rate
because the Provider can better plan a staffing profile based on pre-purchased hours. Prepurchased support hours will roll over from year to year, until the service term expires if not
being renewed. Radix recommends at least twice the number of pre-paid hours over those
included free with the annual license. This will help to ensure that adequate support is available
throughout the year. For example, if you have 40 hours of included support, Radix recommends
that you prepay for an additional 80 hours, for a total 120 hours of support each year. Prepurchased technical support hours are billed annually. The cost for pre-paid support hours is
defined in Exhibit F.
B5.3 Ad-Hoc Support Cost
Ad-Hoc support hours are available at a billing rate higher than pre-paid support hours. Ad-Hoc
support hours may be capped at a Participating Agency defined Not-To-Exceed limit or they may
be disallowed all together. This selection by the Participating Agency can change from time to
time by notifying Radix and executing a Joinder addendum as needed. Ad-Hoc technical support
hours are billed monthly. The cost for ad-hoc support hours is defined in Exhibit F.
B6. Expert Witness/Grand Jury/Jury Summons
Radix will provide expert witness type testimony and pre-trial support billed at $200/hour plus
travel expenses if applicable, when requested and preapproved by the Participating Agency.
B7. Training
Radix can provide Nighthawk user training at a Radix facility or at the Participating Agency’s
facility. Costs are discussed below. Online training (when capability is completed and available)
will be included free of charge for all users.
B7.1 Radix Site Training – Training at the Radix Facility
Introductory training can be pre-purchased for $200/attendee, advanced training can be prepurchased for $200/attendee, and is paid upfront for training credits. Credits roll over during the
service term until used and are forfeited at the end of the service term if unused unless a
subscription is renewed.
Ad-Hoc training for either Introductory or Advance classes when not pre-purchased is $300 per
attendee per session.
Each class is approximately 4 hours and equipment is provided. Training must be scheduled in
advance. Attendees are responsible for the cost their own travel and accommodations.
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B7.2 Participating Agency Site Training
Participating Agency Site Training can be introductory or advanced as desired by customer.
Trainers work based on a student to trainer ratio, with a minimum of 2 trainers. Training sessions
consisting of more than eight students may require a greater number of trainers, which will be
determined on a case by case basis. Radix has found that a 4-1 student to trainer ratio is optimum
for introductory classes. Training sessions can run for multiple days until all desired training is
complete.
Customer will need to provide adequate equipment and facility space at their location. This will
be coordinated in advance with the lead trainer.
The cost for customer site training is $2,000 per day minimum for two trainers. Each additional
trainer is $800 per day. Associated travel expenses for trainers are billed per the Joinder
agreement.
B8 Data Storage Fees
25GB of data storage is included for each licensed user (Expected User or induvial License) as a
pool available to the organization. If a Participating Agency utilizes more than the included data
storage then additional storage is billed at a cost of $0.40/GB/Year if pre-paid, or $0.80/GB/Year
if not pre-paid. Storage costs that exceed the included and pre-paid amounts will be billed
monthly (or annually as agreed upon in the Joinder).
Example:
Customer has 40 Expected Users (or individual Licenses) and pre-pays for 1,000
additional GB of storage.
Total Data Storage Pool for Organization is: 40 x 25GB = 1,000GB Included +
1,000GB Pre-Paid. Total for 2 TB of storage available for organization at cost per
year of $400 additional.
Changes to the Pre-Paid data storage pool can be made on the service term year boundary. Radix
will notify Participating Agency when storage is at 80% of included/pre-paid pool. Usage reports
will be provided upon request, or automatically if that feature of the system is available. A
Participating Agency may elect to not use additional storage by giving notice to Radix, in which
case Radix will not store or delete information to keep storage below the allocated amount. The
Services may not function correctly if the Participating Agency does not purchase sufficient
storage.
B9 Free Trial Period
Radix is pleased to offer a free trial period, for a negotiated limited time and for a limited
number of user accounts, if a Joinder and all associated agreements are signed. During this trial
period the Participating Agency may choose to discontinue the Joinder agreement before the
beginning of the Service Term and thereby avoid all charges. The free trial period allows a
limited number of users to fully evaluate the force multiplying benefit of using the Nighthawk
LEOVision product. Radix offers to train that limited number of individuals, and charge for that
training on the basis pre-purchased training credits or at the Ad-Hoc training rate only if the
Participating Agency decides to continue into the Service Term without cancelation. Radix will
6
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not provide a Free Trial Period without a pre-purchased or Ad-Hoc training agreement in the
executed Joinder, as without proper training the benefit may not be realized.
[end of Exhibit B]
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EXHIBIT C
JOINDER

JOINDER
Reference is made to that certain Master Services Agreement (the “MSA”) dated December 9,
2019, by and among (1) the Colorado Information Sharing Consortium, a Colorado local
government entity (the “CISC”), (2) Radix Metasystems, Inc., a Colorado corporation (the
“Provider”), and (3) those certain Member Agencies that execute a Joinder to the MSA.
This Joinder Agreement (this “Joinder”) is entered into as of _____________, _____ (the
“Joinder Effective Date”), by and between the Provider and ______________________, a
Colorado local government entity (the “Participating Agency”). Capitalized terms used in this
Joinder and not otherwise defined shall have the meaning ascribed to them in the MSA.
RECITALS
A.
The Participating Agency is a Member Agency, as defined in the MSA, desires to
become a Party to the MSA and to purchase Service thereunder.
AGREEMENT
Now, therefore, in consideration for the recitals, the mutual promises herein, and other good and
valuable consideration, the adequacy and receipt of which is hereby acknowledged, the Parties
agree as follows:
1.
Joinder. The Participating Agency joins in, becomes a party to, and agrees to be
bound in all respects by the terms and conditions of the MSA.
2.
Provider Additional Terms and Conditions. Refer to Exhibit G of the MSA for
any additional terms and conditions. The Provider may change Exhibit G from time to time, but
such changes shall only be binding on the Participating Agency if the Participating Agency
agrees in writing to be subject to such changes.
3.

Service. The Participating Agency purchases (select one):
☐ Enterprise License
Enter number of Expected Users: _______________
☐ Limited Enterprise License
Enter Maximum Expected Users: _______________
☐ License Pack
Enter number of licenses: _____________________

4.

Other Services. The Participating Agency purchases (not required):
☐ Prepaid Technical Support
Enter number of hours purchased: ______________
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☐ Prepaid Training Credits
Enter number of credits: ______________________
☐ Prepaid Data Storage
Enter number of additional GBs: _______________
5.
Fees. Attached to this Joinder is a completed Nighthawk sales price quote (the
“Price Quote”), substantially in the form attached as Exhibit F to the MSA. The Price Quote sets
forth the fees payable by the Participating Agency to the Provider for the Services selected
above.
6.
Payment Terms. The Participating Agency shall pay the Provider the fees
identified in the Price Quote pursuant to the MSA. Fees in the Price Quote shall be paid as
follows:
a.
Service Fees will be invoiced on the Service Term Start date and annually
thereafter for the duration of the Service Term (as those terms are used in the Price Quote);
b.
Initial Setup Cost and payments defined as “Upfront” will be invoiced at
execution of this Joinder agreement; and
c.

All other fees will be invoiced monthly unless otherwise agreed in writing.

All payments shall be sent to the attention of Radix as specified on the invoice. Radix may
charge interest for any amounts overdue at the lesser of 1.5% per month or the highest rate
allowable by applicable law. The Participating Agency shall be responsible for all costs
(including reasonable attorneys’ fees and court costs) associated with enforcement and
collections of amounts due. Except as expressly set forth in this MSA, all amounts paid to Radix
are non-refundable. Unless the Participating Agency provides proof of tax exempt status, the
Participating Agency is responsible for all applicable federal, state, country, provincial or local
taxes relating to the goods and services provided by the Provider hereunder (including without
limitation GST and/or VAT, if applicable), excluding taxes based on the Provider’s income or
business privilege.
7.
Travel Expenses. Travel of the Provider’s personnel will be conducted when
selected by the Participating Agency on the Price Quote or mutually agreed in advance between
the Participating Agency and the Provider. This may be to provide additional Services, expert
witness/grand jury support, training, or other reasons as applicable. When invoiced for such
travel the Participating Agency agrees to reimburse for fair and reasonable travel expenses
actually incurred by the Provider, including airfare, lodging and other related travel expenses
according to Government Services Administration cost guidelines, plus a 10% administrative
fee.
[signature page follows]
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In witness whereof, the Parties are executing this Joinder to signify their acceptance of all the
terms and conditions stated above, to be effective as of the Joinder Effective Date, regardless of
the date of actual signature.
[PARTICIPATING AGENCY]

RADIX METASYSTEMS, INC.

By: _________________________________ By: _________________________________
Name: _______________________________ Name: Alan R.A. Hamor
Title: ________________________________ Title: Chief Operating Officer
Date: ________________________________ Date: ________________________________
Contact for Notices

Contact for Notices

Name: ______________________________

Name: Angela Zipfel

Address: _____________________________ Address: 6200 S. Main St., Suite 210, Aurora,
_____________________________________ CO 80016
Email: _______________________________ Email: angela.zipfel@radixmeta.com
Phone: _______________________________ Phone: 720.728.7166 or 303.875.9340
[end of Exhibit C]
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ERROR SEVERITY LEVELS
Severity
Level
Level 1

Level 2

Level 3

Level 4

Name

Description

For a period of at least 24 continuous hours, the Service(s) are
Critical completely down or there is a major malfunction resulting in an
inoperative condition.

Major

The Service(s) are substantially impaired and a substantial number of
users are unable to perform their normal functions for sustained periods.
Examples include major feature failure, major product failure,
inconvenient or unavailable workaround, the Service(s) being usable but
severely limited, and any Error which could threaten the use of the
Service(s).

Minor

Errors in the Service(s) to which there may be a workaround and which
do not currently threaten the use of the Service(s). Use of the Service(s)
are impaired, but not critically so and users can generally fully use the
Service(s) for their intended function.

Trivial

Typographical errors, inappropriate error messages, and other
miscellaneous problems which have minimal impact on the use of the
Service(s).
[end of Exhibit D]
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ERROR RESOLUTIONS
Severity
Level

Name

Resolution
The Provider shall work continuously, devote significant resources, and
around the clock (if necessary) until a temporary resolution is
implemented.

Level 1

• Target for temporary resolution: 24 hours from Error report.
Critical After the Error is temporarily resolved, the Provider shall work
diligently and devote significant resources to permanently resolving the
Error.
•

Target for permanent resolution: five days from temporary
resolution.

The Provider shall work diligently and devote significant resources
until a temporary resolution is implemented, but the Provider usually
will not work on an around-the-clock basis.
Level 2

Major

• Target for temporary resolution: five days from Error report
After the Error is temporarily resolved, the Provider shall work
diligently and devote significant resources to permanently resolving the
Error.
•

Level 3

Minor

The Provider shall devote reasonable efforts to implement a temporary
resolution. The temporary resolution may not be available until the next
regularly-scheduled software update cycle.
•

Level 4

Trivial

Target for permanent resolution: 30 days from temporary
resolution.

Target for resolution: The next regularly-scheduled software
update cycle.

The next regularly-scheduled software update cycle.
[end of Exhibit E]
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[end of Exhibit F]
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EXHIBIT G
PROVIDER ADDITIONAL TERMS AND CONDITIONS
There are no additional terms and conditions as of the Effective Date.
[end of Exhibit G]
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Board Summary Report
Date:

February 20, 2020

To:

Board of County Commissioners

Through:

Tyler Brown, Sheriff

From:

Jared Rowlison, Investigations Captain

Subject:

2020 Memorandum of Understanding (MOU) and Cost Reimbursement Agreement
between Arapahoe County and the Federal Bureau of Investigations (FBI) for the
Organized Crime Drug Enforcement Task Force (OCDETF)

Request and Recommendation
The Sheriff’s Office requests the Board of County Commissioners authorize the Sheriff to sign the OCDETF
Memorandum of Understanding, and corresponding Cost Reimbursement Agreement between the FBI
and Arapahoe County. The agreement establishes the responsibilities of both the Arapahoe County
Sheriff and the FBI.
Background
The mission of OCDETF is to conduct collaborative criminal and financial investigations to identify,
disrupt, and dismantle the command and control structure of the largest, most complex, violent,
Transnational Criminal Organizations, to include major international and interstate drug transportation
organizations and their associated subsidiary organizations such as street gangs and other criminal
racketeering organizations, operating in and through the Mountain West region of the United States, as
well as throughout the United States and abroad.
Pursuant to Congressional appropriations, the Federal Bureau of Investigation (FBI) receives authority to
pay overtime for police officers assigned to the formalized Denver OCDETF Strike Force Group II, as set
forth below, for expenses necessary for detection, investigation, and prosecution of crimes against the
United States.

Links to Align Arapahoe
Service First, Quality of Life – Community Safety and Fiscal Responsibility
Discussion
Participation in this task force will provide the Sheriff’s Office expanded access to federal resources when
investigations in Arapahoe County grow beyond current capabilities due to complexity, breadth of a
criminal organization, or limited resources. The Sheriff’s Office will assign current investigator position
assigned to the Narcotics Team to this task force.
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Commencing upon execution of the Cost Reimbursement Agreement, the FBI will, subject to availability
of required funding, reimburse Arapahoe County for overtime payments made to officers assigned to and
working full time on Denver OCDETF Strike Force Group II related matters.

Alternatives
The alternative is to not participate in the Task Force.
Fiscal Impact
None.
Concurrence
The Sheriff’s Office Administration and Public Safety Bureau are in concurrence with this decision.
Attorney Comments
Reviewed By
Jared Rowlison, Investigations Captain
Glenn Thompson, Public Safety Bureau Chief
Olga Fujaros, Sheriff’s Finance Manager
Tyler S. Brown, Sheriff
Mark R. Nicastle, Undersheriff
Finance Department
County Attorney
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FEDERAL BUREAU OF INVESTIGATION
Denver OCDETF Strike Force Group II
MEMORANDUM OF UNDERSTANDING

PARTIES
1.

This Memorandum of Understanding (MOU) is entered into by and between the Federal
Bureau of Investigation (FBI) and Arapahoe County on behalf of the Arapahoe County
Sheriff’s Office (collectively: the Parties). Nothing in this MOU should be construed as
limiting or impeding the basic spirit of cooperation which exists between these agencies.

AUTHORITIES
2.

Authority for the FBI to enter into this agreement can be found at Title 28, United States
Code (U.S.C.), Section (§) 533; 42 U.S.C. § 3771; Title 28, Code of Federal Regulations
(C.F.R.), § 0.85; and applicable United States Attorney General's Guidelines.

PURPOSE
3.

The purpose of this MOU is to delineate the responsibilities of the Denver Organized
Crime Drug Enforcement Task Force (OCDETF) Strike Force Group II (herein SFG-II)
personnel; formalize relationships between participating agencies for policy guidance,
planning, training, public and media relations; and maximize inter-agency cooperation.
This MOU is not intended, and should not be construed, to create any right or benefit,
substantive or procedural, enforceable at law or otherwise by any third party against the
parties, the United States, or the officers, employees, agents, or other associated
personnel thereof.

MISSION
4.

The mission of SFG-II is to conduct collaborative criminal and financial investigations to
identify, disrupt, and dismantle the command and control structure of the largest, most
complex, violent, Transnational Criminal Organizations, to include major international and
interstate drug transportation organizations and their associated subsidiary organizations
such as street gangs and other criminal racketeering organizations, operating in and
through the Mountain West region of the United States, as well as throughout the United
States and abroad.

FOR OFFICIAL USE ONLY

This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.

2

FOR OFFICIAL USE ONLY

SUPERVISION AND CONTROL
A. Supervision
5.

Overall management of the SFG-II shall be the shared responsibility of the FBI and
participating agency heads and/or their designees.

6.

The Special Agent in Charge (SAC) of the FBI Denver Division shall designate one
Supervisory Special Agent (SFG-II Supervisor) to supervise the SFG-II. The SFG-II
Supervisor may designate a Special Agent to serve as the SFG-II Coordinator. The SFGII Supervisor shall oversee day-to-day operational and investigative matters pertaining to
the SFG-II.

7.

Conduct undertaken outside the scope of an individual’s SFG-II duties and assignments
under this MOU shall not fall within the oversight responsibility of the SFG-II Supervisor
or SFG-II Coordinator. As stated in paragraph 76, below, neither the United States nor
the FBI shall be responsible for such conduct.

8.

SFG-II personnel will report to his or her respective agency for personnel and
administrative matters. Each participating agency shall be responsible for the pay,
overtime, leave, performance appraisals, and other personnel matters relating to its
employees detailed to the SFG-II. The FBI and the participating agency may provide for
overtime reimbursement by the FBI by separate written agreement.

9.

All FBI personnel will adhere to the FBI’s ethical standards, including Department of
Justice (DOJ)/FBI regulations relating to outside employment and prepublication review
matters, and will remain subject to the Supplemental Standards of Ethical conduct for
employees of the DOJ.

10. All SFG-II personnel, which includes Task Force Officers, Task Force Members, and
Task Force Participants, must adhere to the applicable U.S. Attorney General’s
Guidelines and Domestic Operations Investigative Guidelines (DIOG).
11. SFG-II personnel will continue to report to their respective agency heads for noninvestigative administrative matters not detailed in this MOU.
12. Continued assignment of personnel to the SFG-II will be based on performance and at
the discretion of appropriate management. The FBI SAC and SFG-II Supervisor will also
retain discretion to remove any individual from the SFG-II.
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B. Case Assignments
13. The FBI SFG-II Supervisor will be responsible for opening, monitoring, directing, and
closing SFG-II investigations in accordance with existing FBI policy and the applicable
U.S. Attorney General's Guidelines.
14. Assignments of cases to personnel will be based on, but not limited to, experience,
training, and performance, in addition to the discretion of the SFG-II Supervisor.
15. For FBI administrative purposes, SFG-II cases will be entered into the relevant FBI
computer system.
16. SFG-II personnel will have equal responsibility for each case assigned. SFG-II personnel
will be responsible for complete investigation from predication to resolution.
C. Resource Control
17. The head of each participating agency shall determine the resources to be dedicated by
that agency to the SFG-II, including personnel, as well as the continued dedication of
those resources. The participating agency head or designee shall be kept fully apprised
of all investigative developments by his or her subordinates.
OPERATIONS
A. Investigative Exclusivity
18. It is agreed that matters designated to be handled by the SFG-II will not knowingly be
subject to non-SFG-II law enforcement efforts by any of the participating agencies. It is
incumbent on each agency to make proper internal notification regarding the SFG-II’s
existence and areas of concern.
19. It is agreed that there is to be no unilateral action taken on the part of the FBI or any
participating agency relating to SFG-II investigations or areas of concern as described in
paragraph 4. All law enforcement actions will be coordinated and cooperatively carried
out.
20. SFG-II investigative leads outside of the geographic areas of responsibility for the FBI
Denver Division will be communicated to other FBI offices for appropriate investigation.
B. Confidential Human Sources
21. The disclosure of FBI informants, or Confidential Human Sources (CHSs), to non-SFG-II
personnel will be limited to those situations where it is essential to the effective
FOR OFFICIAL USE ONLY
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performance of the SFG-II. These disclosures will be consistent with applicable FBI
guidelines.
22. Non-FBI SFG-II personnel may not make any further disclosure of the identity of an FBI
CHS, including to other individuals assigned to the SFG-II. No documents which identify,
tend to identify, or may indirectly identify an FBI CHS may be released without prior FBI
approval.
23. In those instances where a participating agency provides a CHS, the FBI may become
solely responsible for the CHS's continued development, operation, and compliance with
necessary administrative procedures regarding operation and payment as set forth by the
FBI.
24. The U.S. Attorney General's Guidelines and FBI policy and procedure for operating FBI
CHSs shall apply to all FBI CHSs opened and operated in furtherance of SFG-II
investigations. Documentation of, and any payments made to, FBI CHSs shall be in
accordance with FBI policy and procedure.
25. Operation, documentation, and payment of any CHS opened and operated in furtherance
of an SFG-II investigation must be in accordance with the U.S. Attorney General's
Guidelines, regardless of whether the handling agency is an FBI SFG-II participating
agency. Documentation of state, county, or local CHSs opened and operated in
furtherance of SSTF investigations shall be maintained at an agreed upon location.
C. Reports and Records
26. All investigative reporting will be prepared in compliance with existing FBI policy. Subject
to pertinent legal and/or policy restrictions, copies of pertinent documents created by
SFG-II personnel will be made available for inclusion in the respective investigative
agencies' files as appropriate.
27. SFG-II reports prepared in cases assigned to SFG-II personnel will be maintained at an
FBI approved location; original documents will be maintained by the FBI.
28. Records and reports generated in SFG-II cases which are opened and assigned by the
SFG-II Supervisor with designated oversight for investigative and personnel matters will
be maintained in the FBI investigative file for SFG-II.
29. SFG-II investigative records maintained at the Denver Field Office of the FBI will be
available to all SFG-II personnel, as well as their supervisory and command staff subject
to pertinent legal, administrative and/or policy restrictions.
30. All evidence and original tape recordings (audio and video) acquired by the FBI during
the course of the SFG-II investigations will be maintained by the FBI. The FBI's rules and
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policies governing the submission, retrieval, and chain of custody will be adhered to by
SFG-II personnel.
31. All SFG-II investigative records will be maintained at an approved FBI location.
Placement of all or part of said information into participating agency files rests with the
discretion of supervisory personnel of the concerned agencies, subject to SFG-II
Supervisor approval.
32. Classified information and/or documents containing information that identifies or tends to
identify an FBI CHS shall not be placed in the files of participating agencies unless
appropriate FBI policy has been satisfied.
33. The Parties acknowledge that this MOU may provide SFG-II personnel with access to
information about U.S. persons which is protected by the Privacy Act of 1974 and/or
Executive Order 12333. The Parties expressly agree that all such information will be
handled lawfully pursuant to the provisions thereof. The Parties further agree that if this
access to information by SFG-II personnel requires a change in privacy compliance
documents, those changes will be accomplished prior to access being granted.
INFORMATION SHARING
34. No information possessed by the FBI, to include information derived from informal
communications between SFG-II personnel and FBI employees not assigned to the SFGII, may be disseminated by SFG-II personnel to non-SFG-II personnel without the
approval of the SFG-II Supervisor and in accordance with the applicable laws and internal
regulations, procedures or agreements between the FBI and the participating agencies
that would permit the participating agencies to receive that information directly. Likewise,
SFG-II personnel will not provide any participating agency information to the FBI that is
not otherwise available to it unless authorized by appropriate participating agency
officials.
35. Each Party that discloses PII is responsible for making reasonable efforts to ensure that
the information disclosed is accurate, complete, timely, and relevant.
36. The FBI is providing access to information from its records with the understanding that in
the event the recipient becomes aware of any inaccuracies in the data, the recipient will
promptly notify the FBI so that corrective action can be taken. Similarly, if the FBI
becomes aware that information it has received pursuant to this MOU is inaccurate, it will
notify the contributing Party so that corrective action can be taken.
37. Each Party is responsible for ensuring that information it discloses was not knowingly
obtained or maintained in violation of any law or policy applicable to the disclosing Party,
and that information is only made available to the receiving Party as may be permitted by
laws, regulations, policies, or procedures applicable to the disclosing Party.
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38. Each Party will immediately report to the other Party each instance in which data received
from the other Party is used, disclosed, or accessed in an unauthorized manner
(including any data losses or breaches).
39. The Parties agree that either or both may audit the handling and maintenance of data in
electronic and paper recordkeeping systems to ensure that appropriate security and
privacy protections are in place.

PROSECUTIONS
40. SFG-II investigative procedures, whenever practicable, are to conform to the
requirements which would allow for either federal or state prosecution.
41. A determination will be made on a case-by-case basis whether the prosecution of SFG-II
cases will be at the state or federal level. This determination will be based on the
evidence obtained and a consideration of which level of prosecution would be of the
greatest benefit to the overall objectives of the SFG-II.
42. In the event that a state or local matter is developed that is outside the jurisdiction of the
FBI or it is decided to prosecute a SFG-II case at the state or local level, the FBI agrees
to provide all relevant information to state and local authorities in accordance with all
applicable legal limitations.
A. Investigative Methods/Evidence
43. For cases assigned to an FBI Special Agent or in which FBI CHSs are utilized, the
Parties agree to conform to federal standards concerning evidence collection, processing,
storage, and electronic surveillance. However, in situations where the investigation will
be prosecuted in the State Court where statutory or common law of the state is more
restrictive than the comparable federal law, the investigative methods employed by FBI
case agents shall conform to the requirements of such statutory or common law pending
a decision as to venue for prosecution.
44. In all cases assigned to state, county, or local law enforcement participants, the Parties
agree to utilize federal standards pertaining to evidence handling and electronic
surveillance activities as outlined in the DIOG to the greatest extent possible. However,
in situations where the statutory or common law of the state is more restrictive than the
comparable federal law, the investigative methods employed by state and local law
enforcement agencies shall conform to the requirements of such statutory or common law
pending a decision as to venue for prosecution.
45. The use of other investigative methods (search warrants, interceptions of oral
communications, etc.) and reporting procedures in connection therewith will be consistent
with the policies and procedures of the FBI.
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B. Undercover Operations
46. All SFG-II undercover operations will be conducted and reviewed in accordance with FBI
guidelines and the U.S. Attorney General's Guidelines on FBI Undercover Operations. All
participating agencies may be requested to enter into an additional agreement if an
employee of the participating agency is assigned duties which require the officer to act in
an undercover capacity.
USE OF LESS-THAN-LETHAL-DEVICES1
47. The parent agency of each individual assigned to the SFG-II will ensure that while the
individual is participating in FBI-led task force operations in the capacity of a task force
officer, task force member, or task force participant, the individual will carry only lesslethal devices that the parent agency has issued to the individual, and that the individual
has been trained in accordance with the agency’s policies and procedures.
48. The parent agency of each individual assigned to the SFG-II will ensure that the agency’s
policies and procedures for use of any less-lethal device that will be carried by the task
force officer, task force member, or task force participant are consistent with the DOJ
policy statement on the Use of Less-Than-Lethal Devices.2
DEADLY FORCE AND SHOOTING INCIDENT POLICIES
49. SFG-II personnel will follow their own agencies’ policies concerning firearms discharge
and use of deadly force.
DEPUTATIONS
1

Pursuant to Section VIII of the DOJ Less-Than-Lethal Devices Policy dated May
16, 2011, all state/local officers participating in joint task force operations must be made aware of and
adhere to the policy and its limits on DOJ officers.
2
Less-lethal – When use of force is required, but deadly force may not be appropriate, law
enforcement officers may employ less-lethal weapons to gain control of a subject. Less-lethal weapons
are designed to induce a subject to submit or comply with directions. These weapons give law
enforcement officers the ability to protect the safety of officers, subjects, and the public by temporarily
incapacitating subjects. While less-lethal weapons are intended to avoid causing any serious harm or
injury to a subject, significant injuries and death can occur from their use.
The term “less-than-lethal” is synonymous with “less-lethal”, “non-lethal”, “non-deadly”, and
other terms referring to devices used in situations covered by the DOJ Policy on the Use of Less-ThanLethal Devices. “Less-lethal” is the industry standard and the terminology the FBI has elected to utilize in
reference to this policy.
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50. Local and state law enforcement personnel designated to the SFG-II, subject to a limited
background inquiry, shall be sworn as federal task force officers either by acquiring Title
21 or Title 18 authority (via the United States Marshals), with the FBI securing the
required deputation authorization. These deputations should remain in effect throughout
the tenure of each investigator's assignment to the SFG-II or until the termination of the
SFG-II, whichever comes first.
51. Deputized SFG-II personnel will be subject to the rules and regulations pertaining to such
deputation. Administrative and personnel policies imposed by the participating agencies
will not be voided by deputation of their respective personnel.

VEHICLES

52. In furtherance of this MOU, employees of participating agencies may be permitted to
drive FBI owned or leased vehicles for official SFG-II business and only in accordance
with applicable FBI rules and regulations, including those outlined in the FBI Government
Vehicle Policy Directive (0430D) and the Government Vehicle Policy Implementation
Guide (0430PG). The assignment of an FBI owned or leased vehicle to participating
agency SFG-II personnel will require the execution of a separate Vehicle Use Agreement.
53. The participating agencies agree that FBI vehicles will not be used to transport
passengers unrelated to SFG-II business.
54. The FBI and the United States will not be responsible for any tortious act or omission on
the part of each participating agency and/or its employees or for any liability resulting
from the use of an FBI owned or leased vehicle utilized by participating agency SFG-II
personnel, except where liability may fall under the provisions of the Federal Tort Claims
Act (FTCA), as discussed in the Liability Section herein below.
55. The FBI and the United States shall not be responsible for any civil liability arising from
the use of an FBI owned or leased vehicle by participating agency SFG-II personnel while
engaged in any conduct other than their official duties and assignments under this MOU.
56. To the extent permitted by applicable law, the participating agencies agree to hold
harmless the FBI and the United States, for any claim for property damage or personal
injury arising from any use of an FBI owned or leased vehicle by participating agency
SFG-II personnel which is outside the scope of their official duties and assignments under
this MOU.
SALARY/OVERTIME COMPENSATION
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57. The FBI and each participating agency remain responsible for all personnel costs for their
SFG-II representatives, including salaries, overtime payments, and fringe benefits
consistent with their respective agency, except as described in paragraph 58 below.
58. Subject to funding availability and legislative authorization, the FBI will reimburse to
participating agencies the cost of overtime worked by non-federal SFG-II personnel
assigned full-time to SFG-II, provided overtime expenses were incurred as a result of
SFG-II-related duties, and subject to the provisions and limitations set forth in a separate
Cost Reimbursement Agreement to be executed in conjunction with this MOU. A
separate Cost Reimbursement Agreement must be executed between the FBI and
participating agencies for full-time employee(s) assigned to SFG-II, consistent with
regulations and policy, prior to any reimbursement by the FBI. Otherwise, overtime shall
be compensated in accordance with applicable participating agency overtime provisions
and shall be subject to the prior approval of appropriate personnel.
PROPERTY AND EQUIPMENT
59. Property utilized by the SFG-II in connection with authorized investigations and/or
operations and in the custody and control and used at the direction of the SFG-II, will be
maintained in accordance with the policies and procedures of the agency supplying the
equipment. Property damaged or destroyed which was utilized by SFG-II in connection
with authorized investigations and/or operations and is in the custody and control and
used at the direction of SFG-II, will be the financial responsibility of the agency supplying
said property.
FUNDING
60. This MOU is not an obligation or commitment of funds, nor a basis for transfer of funds,
but rather is a basic statement of the understanding between the Parties hereto of the
tasks and methods for performing the tasks described herein. Unless otherwise agreed
in writing, each Party shall bear its own costs in relation to this MOU. Expenditures by
each Party will be subject to its budgetary processes and to the availability of funds and
resources pursuant to applicable laws, regulations, and policies. The Parties expressly
acknowledge that the above language in no way implies that Congress will appropriate
funds for such expenditures.
FORFEITURES
61. The FBI shall be responsible for processing assets seized for federal forfeiture in
conjunction with SFG-II operations.
62. Asset forfeitures will be conducted in accordance with federal law and the rules and
regulations set forth by the FBI and DOJ. Disbursements will made in accordance with
participating agencies’ documented efforts with regards to the underlying investigation
which yielded the assets in question.
FOR OFFICIAL USE ONLY

This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.

10

FOR OFFICIAL USE ONLY

DISPUTE RESOLUTION
63. In cases of overlapping jurisdiction, the participating agencies agree to work in concert to
achieve the SFG-II’s objectives.
64. The participating agencies agree to attempt to resolve any disputes regarding jurisdiction,
case assignments, workload, etc., at the field level first before referring the matter to
supervisory personnel for resolution.
MEDIA RELEASES
65. All media releases and statements will be mutually agreed upon and jointly handled
according to FBI and participating agency guidelines.
66. Press releases will conform to DOJ Guidelines regarding press releases. No release will
be issued without FBI final approval.
SELECTION TO SFG-II AND SECURITY CLEARANCES
67. If a participating agency candidate for the SFG-II will require a security clearance, he or
she will be contacted by FBI security personnel to begin the background investigation
process prior to the assigned start date.
68. If, for any reason, the FBI determines that a participating agency candidate is not
qualified or eligible to serve on the SFG-II, the participating agency will be so advised and
a request will be made for another candidate.
69. Upon being selected, each candidate will receive a comprehensive briefing on FBI field
office security policies and procedures. During the briefing, each candidate will execute
non-disclosure agreements (SF-312 and FD-868), as may be necessary or required by
the FBI.
70. Before receiving unescorted access to FBI space identified as an open storage facility,
SFG-II personnel will be required to obtain and maintain a "Top Secret" security
clearance. SFG-II personnel will not be allowed unescorted access to FBI space unless
they have received a Top Secret security clearance.
71. Upon departure from the SFG-II, each individual whose assignment to the SFG-II is
completed will be given a security debriefing and reminded of the provisions contained in
the non-disclosure agreement to which he or she previously agreed.
FOR OFFICIAL USE ONLY

This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.

11

FOR OFFICIAL USE ONLY
LIABILITY
72. The Parties acknowledge that this MOU does not alter the applicable law governing civil
liability, if any, arising from the conduct of personnel assigned to the SFG-II.
73. Each participating agency shall immediately notify the FBI of any civil, administrative, or
criminal claim, complaint, discovery request, or other request for information of which the
agency receives notice, concerning or arising from the conduct of personnel assigned to
the SFG-II or otherwise relating to the SFG-II. Each participating agency acknowledges
that financial and civil liability, if any and in accordance with applicable law, for the acts
and omissions of each employee detailed to the SFG-II remains vested with his or her
employing agency. In the event that a civil claim or complaint is brought against a state
or local officer assigned to the SFG-II, the officer may request legal representation and/or
defense by DOJ, under the circumstances and pursuant to the statutes and regulations
identified below.

74. For the limited purpose of defending against a civil claim arising from alleged negligent or
wrongful conduct under common law under the FTCA, 28 U.S.C. § 1346(b) and §§ 26712680: an individual assigned to the SFG-II who is named as a defendant in a civil action
as a result of or in connection with the performance of his or her official duties and
assignments pursuant to this MOU may request to be certified by the U.S. Attorney
General or his designee as having acted within the scope of federal employment at the
time of the incident giving rise to the suit. 28 U.S.C. § 2679(d)(2). Upon such
certification, the individual will be considered an "employee" of the United States
government for the limited purpose of defending the civil claim under the FTCA, and the
claim will proceed against the United States as sole defendant. 28 U.S.C. § 2679(d)(2).
Once an individual is certified as an employee of the United States for purposes of the
FTCA, the United States is substituted for the employee as the sole defendant with
respect to any tort claims. Decisions regarding certification of employment under the
FTCA are made on a case-by-case basis, and the FBI cannot guarantee such
certification to any SFG-II personnel.
75. For the limited purpose of defending against a civil claim arising from an alleged violation
of the U.S. Constitution pursuant to 42 U.S.C. § 1983 or Bivens v. Six Unknown Named
Agents of the Federal Bureau of Narcotics, 403 U.S. 388 (1971): an individual assigned
to the SFG-II who is named as a defendant in a civil action as a result of or in connection
with the performance of his or her official duties and assignments pursuant to this MOU
may request individual-capacity representation by DOJ to defend against the claims. 28
C.F.R. §§ 50.15, 50.16. Any such request for individual-capacity representation must be
made in the form of a letter from the individual defendant to the U.S. Attorney General.
The letter should be provided to Chief Division Counsel (CDC) for the FBI Denver
Division, who will then coordinate the request with the FBI Office of the General Counsel.
In the event of an adverse judgment against the individual, he or she may request
indemnification from DOJ. 28 C.F.R. § 50.15(c)(4). Requests for DOJ representation
FOR OFFICIAL USE ONLY

This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.

12

FOR OFFICIAL USE ONLY
and indemnification are determined by DOJ on a case-by-case basis. The FBI cannot
guarantee the United States will provide legal representation or indemnification to any
SSTF personnel.
76. Liability for any conduct by SFG-II personnel undertaken outside of the scope of their
assigned duties and responsibilities under this MOU shall not be the responsibility of the
FBI or the United States and shall be the sole responsibility of the respective employee
and/or agency involved.
DURATION
77. The term of this MOU is for the duration of the SFG-II’s operations, contingent upon
approval of necessary funding, but may be terminated at any time upon written mutual
consent of the agency involved.
78. Any participating agency may withdraw from the SFG-II at any time by written notification
to the SFG-II Supervisor with designated oversight for investigative and personnel
matters or program manager of the SFG-II at least 30 days prior to withdrawal.
79. Upon termination of this MOU, all equipment provided to the SFG-II will be returned to the
supplying agency/agencies. In addition, when an entity withdraws from the MOU, the
entity will return equipment to the supplying agency/agencies. Similarly, remaining
agencies will return to a withdrawing agency any unexpended equipment supplied by the
withdrawing agency during any SFG-II participation.
MODIFICATIONS
80. This agreement may be modified at any time by written consent of all involved agencies.
Modifications to this MOU shall have no force and effect unless such modifications are
reduced to writing and signed by an authorized representative of each participating
agency.

SIGNATORIES

____________________________
Special Agent in Charge
Federal Bureau of Investigation

_________________
Date

____________________________
Sheriff Tyler S. Brown

_________________
Date
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FEDERAL BUREAU OF INVESTIGATION
Denver OCDETF Strike Force Group II
Cost Reimbursement Agreement
Denver OCDETF Strike Force Group-II File No.: 281D-DN-C68842-MOU
Pursuant to Congressional appropriations, the Federal Bureau of Investigation (FBI) receives authority
to pay overtime for police officers assigned to the formalized Denver OCDETF Strike Force Group II, as
set forth below, for expenses necessary for detection, investigation, and prosecution of crimes against
the United States. It is hereby agreed between the FBI and Arapahoe County on behalf of the
Arapahoe County Sheriff’s Office, located at 13101 East Broncos Parkway, Centennial, CO, and
Telephone Number: 303-795-4711 , that:1. This Agreement is entered into pursuant to, and as an annex to, the FBI Denver OCDETF Strike
Force Group II, Memorandum of Understanding (MOU) signed by the Sheriff of Arapahoe County on
________________ (Month/Day/Year), and must be read and interpreted in conformity with all terms of
that document.
2. Commencing upon execution of this Agreement, the FBI will, subject to availability of required
funding, reimburse Arapahoe County for overtime payments made to officers assigned to and working
full time on Denver OCDETF Strike Force Group II related matters.
3. Requests for reimbursement will be made on a monthly basis and should be forwarded to the
FBI Denver Field Office as soon as practical after the first of the month which follows the month for
which reimbursement is requested. Such requests should be forwarded by a Supervisor at Arapahoe
County Sheriff’s Office to the FBI Denver OCDETF Strike Force Group-II Supervisor and FBI Denver
Special Agent in Charge for their review, approval, and processing for payment.
4. Overtime reimbursement payments from the FBI will be made via electronic funds transfer
(EFT) directly to Arapahoe County using the FBI’s Unified Financial Management System (UFMS). To
facilitate EFT, Arapahoe County must establish an account online in the System for Award
Management (SAM) at www.sam.gov. Each request for reimbursement will include an invoice number,
invoice date, and a taxpayer identification number (TIN). Verification of Arapahoe County’s banking
information is required on an annual basis in order to keep payment information current. For additional
information regarding the UFMS and SAM, contact the FBI Denver Financial Manager.
5. Overtime reimbursements will be calculated at the usual rate for which the individual officer's
time would be compensated in the absence of this Agreement. However, said reimbursement, per
officer, shall not exceed monthly and/or annual limits established annually by the FBI. The limits,
calculated using Federal pay tables, will be in effect for the Federal fiscal year running from October 1st
of one year through September 30th of the following year, unless changed during the period. The FBI
reserves the right to change the reimbursement limits, upward or downward, for subsequent periods
based on fiscal priorities and appropriations limits. The FBI will notify Arapahoe County of the
applicable annual limits prior to October 1st of each year.
6. The number of Arapahoe County Sheriff’s deputies assigned full-time to the Denver OCDETF
Strike Force Group-II and entitled to overtime reimbursement by the FBI shall be approved by the FBI
in advance of each fiscal year. Based on the needs of the Denver OCDETF Strike Force Group-II this
number may change periodically, upward or downward, as approved in advance by the FBI.
1
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7. Prior to submission of any overtime reimbursement requests, the Arapahoe County Sheriff’s
Office must prepare an official document setting forth the identity of each officer assigned full-time to
the Denver OCDETF Strike Force Group-II along with the regular and overtime hourly rates for each
officer. Should any officers change during the year, a similar statement must be prepared regarding the
new officers prior to submitting any overtime reimbursement requests for the officers. The document
should be sent to the Denver Field Office for FBI review and approval.
8. Each request for reimbursement will include the name, rank, identification number, overtime
compensation rate, number of reimbursable hours claimed, and the dates of those hours for each
officer for whom reimbursement is sought. The request must be accompanied by a certification and
signed by an appropriate Supervisor at the Arapahoe County Sheriff’s Office that the request has been
personally reviewed, the information described in this paragraph is accurate, and the personnel for
whom reimbursement is claimed were assigned full-time to the Denver OCDETF Strike Force Group-II.
9. Requests for reimbursement must be received by the FBI no later than December 31st of the
next fiscal year for which the reimbursement applies. For example, reimbursements for the fiscal year
ending September 30, 2020, must be received by the FBI by December 31, 2020. The FBI is not
obligated to reimburse any requests received after that time.
10. This Agreement is effective upon signatures of the parties and will remain in effect for the
duration of Arapahoe County’s participation on the Denver OCDETF Strike Force Group-II, contingent
upon approval of necessary funding, and unless terminated in accordance with the provisions herein.
This Agreement may be modified at any time by written consent of the parties. It may be terminated at
any time upon mutual consent of the parties, or unilaterally upon written notice from the terminating
party to the other party at least 30 days prior to the termination date.
Signatories:

_____________________________________
Dean Phillips
Special Agent in Charge- Denver Field Office
Federal Bureau of Investigation

_____________________________________
Tyler S. Brown
Sheriff
Arapahoe County

Date: ____________________

Date: ____________________

_____________________________
Financial Manager
Federal Bureau of Investigation
Date:_________________
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